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Forward

Terrorism is an issue of concern to law enforcement agencies and the communities they serve. Since the
9/11 attacks, law enforcement agencies are increasingly called upon to assist in the prevention, response
to, and investigation of criminal conspiracies which support extremist movements and terrorist groups.
To be effective in addressing terrorism, police must work closely with their communities and among them-
selves. They must also learn new skills and work with new partners. This requires a great degree of un-
derstanding: of the threat, of communities, of analytical approaches and intelligence. These must be
combined effectively and appropriately while nurturing and maturing public trust.

The communities served by the 19,000 sheriff’s and police departments in the United States and our col-
leagues abroad deserve a clear and continuing trust-based relationship with their police. I call this “Pub-
lic Trust Policing.” This requires law enforcement agencies to foster an inclusive and open system of
public participation in the public safety mission. Five principles are instrumental to this endeavor. These
principles which are also applied throughout this book are: Public Participation, Core Values, Leadership,
Education, and Transparency.

This book is unique. Its co-editors Alain Bauer and John P. Sullivan have assembled an important work.
Together with their co-authors Xavier Raufer, Andre DeMarce, and Brian Michael Jenkins, they tell an im-
portant story. It is rigorous in scope and international in depth. It brings together academic specialists and
law enforcement practitioners to capture the history and share the lessons learned by the Los Angeles Ter-
rorism Early Warning Group (TEW). The TEW model, first developed in Los Angeles in 1996, is the fore-
runner of the emerging national and global network of fusion centers (like the Joint Regional Intelligence
Center in Los Angeles). This book chronicles the experience and leadership of its participants from law
enforcement, the fire service, public health, medical, and emergency management, and the private sector
to share and develop the information necessary to craft a regional response to terrorism by local, state, and
federal partners.

These lessons learned demonstrate a need for more than infor-
mation sharing. They point to the need to apply both skills
and tools to develop the knowledge needed to support
decision-making at all levels. This book places these
experiences in context and provides a foundation for
educating future analysts and decision-makers,
and sharing this practice across organizations.
Finally, it makes these arcane and complicated
processes available to the public, ensuring the
transparency necessary for maintaining the
public trust necessary to counter terrorism
and serious crime. I am proud to share
this book with our law enforcement and

community partners worldwide.

Leroy D. Baca, Sheriff
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l. Introduction: The Los Angeles Terrorism Early Warning Experience

Alain Bauer and John P. Sullivan

We live in an era marked by the impact of virulent forms of crime, organized and transnational crime, but
also imported and homegrown terrorism, and insurgency. In this environment, accurate intelligence and
emergency management procedures are more important than ever. National intelligence and response sys-
tems need to evolve and cope with the threats.

As counter-terrorist expert John Robb argues in his book Brave New War, the key to survival is develop-
ing local procedures for civil defense. To advance Robb’s point further, cities do not just need Emergency
Management Teams, bomb squad techs, tactical units, and other emergency responders. They need to be
able to collect, process, analyze, and disseminate intelligence on possible sources of civil disorder and use
such information to shape the operating space. To do so requires a new method of thinking about intelli-
gence and emergency responses, one that borrows from the best of law enforcement and military practices
yet draws on the experience and insight from the medical and scientific communities, academia, and the
private sector.

The purpose of this book is to highlight one successful effort to forge this new mode of defense: the Ter-
rorism Early Warning Group (TEW). Contained within is a wealth of information on the new operating
environment for military and law enforcement professionals, an overview of the theories behind TEW in-
telligence, a concept of operations (CONOPS) for TEW operations, and a list of relevant resources for fur-
ther reading.

Alain Bauer and Xavier Raufer start off in Part One, Chapter II with an essay chronicling the history and
development of the hybrid form of terrorism, crime, and global insurgency that has developed in the wake
of the Cold War.

Part Two, Chapter I features a succinct history of the TEW’s operations and a brief overview of its func-
tions.

Part Two, Chapter II contains several essays by the TEW’s co-founder, Lieutenant John P. Sullivan outlining
the theory and practice of TEW operations. Also included in Part Three is a case study outlining the pro-
cedures for TEW intelligence co-production and emergency response to terrorist incidents, as well as a
glossary of TEW terminology and bibliography of recommended writings on terrorism, urban operations,
transnational crime, and intelligence. Part Four is an assessment of the TEW’s contribution by Brian M.
Jenkins.

Part Five contains an annotated bibliography of writings by Lieutenant Sullivan and many other figures on
the TEW process, as well as other issues associated with law enforcement intelligence fusion. It also fea-
tures a comprehensive list of individuals who have briefed before the TEW, and includes an annotated
guide to large-scale TEW conferences.

We hope that this text can serve as a guide to the construction of a new mode of American intelligence and
defense, one that eschews large Soviet-style bureaucracies in favor of a network of smaller units that can
collaborate and thrive in today’s new operating environment. To quote the late United States Air Force
fighter pilot John Boyd, the TEW model is a formula for continued “vitality and growth” in a rapidly
changing world.
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Il. NEW CRIMINAL AND TERRORIST THREATS: NEWS FROM THE GROUND

Alain Bauer and Xavier Raufer
In November 1989, a historical parenthesis opened. It closed in September 2001.

In the interim, the developed world felt the disorder and violence of the world but was saved from any major
conflict. For the most part, the developed countries were at peace. Thus, during the turning point, the
population of these countries showed little interest for the global chaos. It thought its tranquility was
durable and definitive. No one really listened to the warnings: “Peacetime is superficial, since public
order seems assured, one turns to society’s problems; leaders are judges on the basis of the media pres-
ence rather than on their public performance. Such periods never last very long.”1

Here is the chaotic world now. And now that the dust raised by the fall of the Berlin Wall has settled, now
that the historic parenthesis is closed, we discover that the crucial issue in terms of global security is hence-
forth that of terrorist and/or criminal war, now on a strategic scale.

In conventional international law, the State is the only subject of history. It holds the monopoly for legit-
imate violence and as a result only inter-state wars are “real” wars. But the inter-state wars are a disap-
pearing breed:

- Nuclear dissuasion has made them too dangerous, notably between major powers;

- The democracies (more numerous than before) avoid fighting each other; and

- The development of the economy and technologies since the middle of the 20th century makes
the acquisition of territory by military means less important than in the past.

Until the end of the Cold War, the extreme limit of the inter-state war game was the indirect strategy, all
the maneuvers allowing the enemy’s battle formation to be split apart. At the dawn of the 21st century, the
logic of the indirect strategy is outdated, inapplicable in a world where yesterday’s clear distinctions be-
tween attack and defense, State and civil society, public and private domain, civilian and military, war and
peace, police and army, legal and illegal have been erased a little more. New forms of confrontation have
emerged and the determining factor is no longer ideology or the nation but race, tribe, greed or religious
fanaticism.

Chaotic Wars, Terrorists and Criminals Emerge

At the beginning of a new era, the major difficulty consists in seeing who the enemy will be, what the bat-
tlefield will be, and what the rules of war will be (if there are any) early enough.

In June 1962, at the military academy of West Point, President John F. Kennedy gave a good example of
this foresight by defining the guerilla warfare as follows: “it is a new form of war, new in its scale but
whose origin is old.. .conducted by guerillas, subversives, rebels, assassins: a war of ambush and not bat-
tle, of infiltration and not aggression, where one wants to win by exhausting the enemy not attacking it. To
confront this form of warfare, we need a new strategy, totally different forces and, as a result, an aware-
ness of the phenomenon and entirely new and original training.”

1 Robert D. Kaplan, “Kissinger, Metternich and Realism”, The Atlantic Monthly, June 1999.
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In today’s chaotic world, war is no longer conducted by one State against another and as a result, it becomes
increasingly ferocious: those we face fight most often for what man considers to be the most essential,
most sacred, his blood (life, bloodline, family, clan) and soil (house, territory).

The chaotic war is also polluted, penetrated by crime, tribalism, and terrorism. Even more, the adversary
is a hybrid, part “ordinary law” and part “political.” A warlord, clan chief, or a fundamentalist, fanatical
religious dignitary whose militia or terrorist network is financed by racketeering, trafficking in human be-
ings, weapons, drugs, rare or protected species and toxic waste. (An example is the infernal spiral in which
a number of sub-Saharan African countries find themselves in: “stranding” of the nation-states; multipli-
cation of armed gangs, non-ideological guerrillas, and the subsequent “gang wars,” escalation of organized
crime, tribalism, reign of the warlords, culture of impunity, etc.).

“Civil war becomes one with the most abject criminality” states Oswaldo de Rivero, a high official of the
United Nation, in the “Monde Diplomatique” of April 1999. For him, the “national non-viability of many
developing countries” is causing the nation-state to implode into “ungovernable chaotic entities,” where
the “alliance of general anarchy and diverse delinquency reign.”

Characteristics of the Chaotic Wars:

- Abolition of the marked-out geo-strategic space in which the national defense of major countries
evolved.

- Drastic decrease in the number of States that respect the current international rules in effect. As a
result, the non-recognition of States or borders by at least one of the two parties to a conflict, due to
the weakening of the concept of the nation-state with continuous and controlled borders on three
continents.

- End of the distinction between military and civilian, front and rear; rarefaction of militias that still
wear the semblance of a uniform.

- Complex human environment: necessity of confronting a dispersed adversary, lost in the population,
often mixed in with friendly forces.

- Absence of conventional battles in an empty countryside, but constant with massacres, bloody
vendettas (Albania, Algeria, Chechnya, former Yugoslavia), and a succession of terrorist episodes.

- Use of armed forces of developed countries, more for police action, aid and assistance missions and
other “stabilization operations” than for military combat.

All of this occuring in the middle of a criminal whirl where trafficking in drugs, nuclear substances, indi-
viduals (whole, illegal immigrants; or in parts, sale of organs), “sensitive” electronic components, precious
gems (“war diamonds”) and weapons intermingle with the confrontation of religious, ethnic or tribal fa-
naticisms, civil war or famine, maritime or aerial piracy.

A New Terror, Now Unclear and Sudden

During the historical parenthesis of 1989-2001, the nature and pace of terror changed. Before, the threat
was heavy, slow, foreseeable and explainable. Let us take for example the Revolutionary Council-Fatah
of Abou Nidal: everyone knew the host country and which weapons and explosives it used. It was child’s
play to “break the code’ of the signature it used to claim credit for its actions. Today, however, terror is
brutal and sudden, short-lived, and often irrational, for instance the case of al-Qaeda, the Aum sect or the
Algerian Armed Islamic Group (GIA).

On the basis of these premises, three questions arise which we will try to answer one by one: Where will
we fight? Which are the truly dangerous entities of world chaos? Finally, how will we fight?
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1) Where are we already fighting, where will we fight?
“Urban Jungle” and “Concrete Forests”

“Urban areas form a terrain that is particularly complex for combat... The losses in urban areas are higher
than in open terrain. Even if the military prefers to avoid the subject, it must be dealt with in the end since
it is most likely one of the preferred terrains of our future opponents. A way for the future enemy to coun-
terbalance the technological and numerical superiority [of the United States] will be to hide in the cities
and masses. . the urban environment is multi-dimensional. It includes the ground, underground and the
third dimension (each building can hide enemies). This environment reduces communication capabilities
(metal and concrete structures)... The Soldier is aware of these difficulties that affect his mental state.
Furthermore, urban areas are always more populated (in 2025 nearly 70 percent of the world’s popula-
tion will live in cities). The population of cities may exceed ten million. Infrastructure problems and so-
cial needs may aggravate the problem...in the last twenty years, one-third the American military
deployments occurred in urban areas. This figure is rising. This environment places all the participants
on equal footing, whatever their technological capabilities” (Future Warfare, US Army War College, May
1999).

Since the end of the Cold War, and during the entire historical parenthesis of 1989-2001, uncontrolled
spaces multiplied. Sixty years ago, Paul Valéry celebrated a new, ordered and marked out world: “the time
of a finished world is beginning.” But the trend was far from irreversible: the finished world will have
lasted half a century. Chaotic territories and areas out of control, but also and above all, the “concrete jun-
gles” surrounding the Southern “megapolises.”

In the year 2000, there were 414 cities on the earth with more than one million inhabitants, 264 of them in
the third world. In 1950, Africa counted six cities of one million inhabitants, 19 in 1980, and 50 in 2000.
In 2015, there will be 33 “megapolises” of over 8 million inhabitants, 27 of them in the third world — there
were only two in 1950.

In 2020, all the so-called “developing” countries will count over 6 billion inhabitants, half of which will
be urbanized. They will be, reiterates Oswaldo de Rivero, (op. cit.), “Dilapidated megapolises where water
will be scarce and food and energy too expensive for the average salary. These pitiable cities will then
probably become true human hells, ecological time bombs, real threats for the political and ecological sta-
bility of the world.”

This is how most of the inhabitants of these southern “megapolises” will live, or rather those of the shan-
tytowns, the “favelas,” and the slums that develop twice as quickly as “conventional” urbanization, which
is already considerable. Thus, in 2000, 80 percent of current population of Addis Abeba in Ethiopia lived
in shantytowns, as did 70 percent of the population of Casablanca (Morocco) and Calcutta (India), and 60
percent of the inhabitants of Kinshasa (Zaire) and Bogotd (Colombia).

But these “asphalt jungles” are extremely volatile: here and any second, as Mao Tse Tong used to say, “a
spark can set fire to the entire plain.” Hence, the extreme difficulties of intervening to repress an insur-
rection or eradicate drug traffic, all this within proximity of international airports, thus, of CNN’s cameras.
Look at the huge shantytown that is the Gaza Strip and from which Israel’s army had to withdraw, despite
its efficacy and its lack of inhibitions.

Drowned among the accomplice or submissive populations of the “shanty suburbs,” terrorists, guerillas and
drug lords go about their business — tribal wars, politico-military, fanatical or end-of-the-world-related ac-

tivism; various different types of traffic — with impunity. For these illegal entities (drug lords, terrorists and
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guerillas, etc.) these peri-urban sanctuaries are ideal: misery, overcrowding, a multitude of unskilled young
people, trapped in place, supplying all the necessary desperados, proximity to the economic heart of the sys-
tem and the airports, proximity to the political and media center.

So, tomorrow “star wars?” No. Infinitely less high-tech, but more likely less glorious but bloodier, the
“slum war.”

2) Beyond Bin Laden: The Dangerous Entities of World Chaos

Non-governmental, transnational, even global, new strategic threats have emerged from the chaos. Fero-
cious players, inaccessible territories: the terrorist nebulas, cartels, mafias, or militias are implacable ene-
mies. In the chaotic zones of the southern hemisphere, few embassies, no meeting rooms, but anarchical
“megopolises,” slums, the jungle against the backdrop of terrorism or war.

For, to use a more scientific vocabulary, the end of the bipolar order has caused the mutation of a host of
entities that before were purely terrorist or purely criminal. Yesterday, most of non-state violence of a
strategic level, or transnational terrorism, was generated by organized groups or groups used by the Spe-
cial Forces on behalf of governments. Following orders and in exchange for payment, they operated me-
chanically by following stop/start pulses. Today, there is a nearly biological, uncontrollable and, to date,
uncontrolled proliferation of complex dangerous entities, very difficult to identify, understand, define in ter-
ritories or within flows themselves, that are as yet poorly explored.

Even at the doors to the western world, the new threats arise from militias, mutant guerrillas, hybrid enti-
ties peopled by terrorists, “patriot bandits” and military deserters commanded by illuminated “prophets,”
dissident generals, war lords or just plain criminals that ignore all international laws, first and foremost those
relating to the humanitarian aspect, and follow either the law of the jungle or “the law of God.”

Poorly known or elusive entities, nebulae or networks capable of alarming mutation and alliance changes,
each one evolving in symbiosis with the mafia economies in the drug-dirty money-weapons triangle. The
permanent and hierarchical entities have given place to small, temporary, mobile, fanaticized nodes, fa-
voring “low-tech” resources whose motivations are less rational, even sometimes end-of the-world-based
or apocalyptic.

Moral constraints seem to have deserted these nearly autistic entities that seek only to influence those
within a tight circle of elected few. Making blind terror the end (the destruction of their “enemies”), they
justify their means (terrorist attacks) (World Trade Center, Tokyo subway, etc.) by the will of a “prophet,”
or the imminent end of the world.

Thus, the menacing entities of the new world disorder are many. Fanaticized terrorist nebulae, formerly
politicized guerrillas now sold out to drug lords, mafias, and violent, irrational or end-of-the-world move-
ments.

Radically New Hybrid Terrorisms

At the end of the sixties, the Irish Republican Army (IRA) took up the armed fight against the British.
Nearly at the same time, extremist Palestinians began hi-jacking planes, while the Red Brigade and Red
Army Fraction launched urban guerrilla warfare in what they called the “imperialist center” (Western Eu-
rope). That was more than 30 years ago. As it does now, terrorism made the headlines at that time. There
is an enormous difference, however; in the past, major countries only faced minor problems of national se-
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curity: airport surveillance, maintaining order in Ulster, and anti-terrorist police work. Although sensa-
tional, the terrorism of yesteryear was of little concern to the leaders of national defense.

Thirty years later, terrorism has exploded, one could say. It is everywhere and has even become one of the
major components of war, after having slowly but surely infected it in the last three decades. In the hinge
period of 1989-2001, terrorism stopped being marginal or folkloric to become the central security concern
of our governments. Having today become a war, it simultaneously concerns the Minister of Defense and
the Ministry of the Interior.

Having, henceforth, invaded everything, bombs explode daily for a thousand different reasons across the
globe; terrorism has also undergone a profound change. The state terrorism of the Cold War, which was
political or ideological, has virtually disappeared as such. Under a misleadingly unchanged appearance,
what remains is part of a new logic.

Very diverse, these new terrorist players, nevertheless, share some characteristics:

- “De-territorialization,” or establishment in inaccessible areas;

- Most often, the absence of any state sponsorship, which makes them even more unpredictable and
uncontrollable;

- Hybrid nature, part “political,” part criminal;

- Increasingly supported by individuals from the middle or cultivated classes of populations one had
heretofore supposed integrated;

- Capable of mutating ultra-rapidly according to the dollar factor, henceforth, crucial;

- Pragmatic approach, attempting to prove the [terrorist] movement as they go — according to the
Maoist practice that consisted in launching guerrilla warfare to learn war (for example the home-
made bombs of the Algerian terrorists in France, July-Nov. 1995); and

- Enormous murderous capabilities, compared to the terrorism of the Cold War, which was more often
symbolic. Thus, only the blockage of an aerosol prevented the Aum sect from causing 40,000 deaths
in the Tokyo subway in April 1995; the attacks of September 11, 2001 in the United States killed 15
times more people than the bloodiest terrorist attack of the 20th century...

“Degenerate Guerillas”

In Europe, the most famous of these hybrid entities that associate the “political”” and criminal, terrorism with
drug trafficking, was for a long time the Kurdistan Workers Party. But the PKK is far from the only, hence-
forth, “narco-guerillas™ that exist in central Asia, Latin America and Africa. They can be found in
Afghanistan, Burma, Columbia, India, Lebanon, Pakistan, Peru, the Philippines, Senegal, Somalia, and in
Sri-Lanka. Via the great “diasporas,” they are all present in most of the major metropolises of the devel-
oped world.

An essential difference with the state terrorism of the bipolar era, notably that of the Middle-East: this ex-
change of criminal goods and services occurs between caricatures of increasingly weak states and gueril-
las enriched by drug money, thus, even more self-sufficient than before. Yesterday, one state of the Near
East controlled every millimeter of the terrorist trajectory of the extremist Lebano-Palestinian groups.

Today, idiotic powers count on narco-guerillas that are masters of their future to frighten the outside world,
thus, enabling them to last a little longer...
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The Superpowers of Crime

In April 1994, the Secretary General of Interpol, Raymond Kendall, declared, “Drug trafficking is in the
hands of organized crime... Interpol manages a file of 250,000 major criminals. 200,000 of them are linked
to drugs.” As aresult, the groups that control most of the production and trading in narcotics are few and
well known. Columbian cartels for cocaine; Triads (Hong Kong, Taiwan and People’s Republic of China)
for the heroin of the golden triangle; and Italian, Turkish-Kurdish and Albanian mafias for that of the golden
crescent: these transnational criminal organizations (TCO) are vital to world drug trafficking since they con-
nect the cultivation sector controlled by the guerillas and the actors of tribal war to the end distribution han-
dled by the urban gangs of the developed world’s metropolises.

Not hesitating to kill or corrupt, each year the TCOs handle 34 to 57 billion euros and recycle perhaps half
of it in the world economy. Today they merge illegal dealing in narcotics, weapons and clandestine mi-

grants. Associating and strengthening their profit centers, tomorrow the TCOs will be even more power-
ful.

Violent Irrational Entities

In the spring of 1997 in Japan, the trial of Shokoa Asahara allowed the world to realize the widespread and
complex extent of the Aum Shinrikyo organization, a sect capable of:

- Extorting millions of dollars, first from its “faithful;

- Recruiting hundreds of brilliant students, most studying the advanced sciences;

- Setting up a world procurement network (dangerous substances, weapons, explosives, etc.)
managed by competent businessmen;

- Creating, notably in Russia, large “branches”; and

- Assassinating, over several years, “traitors” to the sect with total impunity.

“Eco-terrorist” Groups

At the end of April 1996, an explosive attack caused significant damage to the Lunebourg-Dannenberg
(northwest Germany) rail line. Two days later, the German railway network was sabotaged (cables pow-
ering the line signaling system cut) at two locations, near Hanover and Gottingen. These attacks by the
“Kollektiv Gorleben” group revealed to European public opinion the existence of a group of environmen-
talists who had taken action to “save the planet.”

In North America, the arrest of Ted Kaczynski, author of twenty letter bomb attacks in fifteen years, three
of which were fatal, shortly thereafter revealed the ties of the person the FBI called the “Unabomber” with
the eco-terrorist movement. The names of his two victims (December 1994, April 1995) were on a list of
enemies of nature and virgin forests published in a clandestine eco-terrorist bulletin entitled “Live wild or
die!” — complacently reproduced in the February/March 1994 issue of the environmentalist-apocalyptic re-
view “Earth First!” In 1994, Kaczynski himself participated in an “Earth First!” conference held at the Uni-
versity of Montana.

In the United States and Canada, other nature fanatics have already tried to poison water reservoirs and
building ventilation systems. Militants of analogous, impenetrable micro-sects, willing to do anything to
“open the eyes” of world public opinion, were caught around nuclear power plants, drilling platforms or
fuel storage depots.
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3) The Methods of Terrorist War

The new criminals have better assimilated the zeitgeist (spirit of the times) than most of the globe’s state
institutions. For today, the characteristics that make a multinational or a mafia organization high per-
forming and prosperous are analogous: fluidity, even volatility, opposite the viscosity, heaviness of state
institutions; “be light, anonymous and precarious” advised ironically the pamphleteer Gilles Chatelet.2

In the multinationals and new-look mafias, the network organization takes precedence over the pyramidal
organization (that of the “loser mafias,” the companies of yesteryear, and even the current nation-state). In
both cases, the network is composed of interconnected, autonomous units, each one evolving on their own
territory and connected to the others by a rapid information transmission system. The basic unit is an ultra-
sensitive detector that detects any newcomer from the outside world that is either profitable or dangerous
for the network and transmits it to the node.

New Menacing and High-tech Entities
First, a simple reminder: spending money for the dangerous entities of world chaos is rarely a problem.

In 1995, the Columbian Police seized an IBM AS/400 computer in Cali whose memory contained all the
telephone numbers and license plate numbers of the city, coupled with an ICR 900 scanner. Together, they
formed a powerful communication interception and storage instrument that allowed the Cali Cartel to si-
multaneously tap into 180 radiotelephone lines. That same year, we learned that the Mexican Cartels had
purchased “Rutan Defiant” kit airplanes. Made of composite materials, equipped with plastic propellers
and covered with a coat of radar wave absorbing paint, they are “stealth planes” which, although rudi-
mentary, are much less expensive than the famous American “stealth bombers.”

In 1997, still on the cartel front, arrests and searches revealed the extent of the counter-attack of drug traf-
fickers to the “militarization” of the fight against drugs. The Columbian Cartels finance with millions of
dollars and employ, for their use, the training schools of the self-defense militia designed to fight the gueril-
las. It is in these training centers that they train their own praetorian guards, the “police” of the areas in
which the drug producing laboratories and “anti-repression commandos,” groups of killers targeting the po-
lice, magistrates, and the military involved in the war against drugs, are established. The Mexican Cartels
spend fortunes to buy the best possible technology to spy on the American police and protect themselves:
coded communication systems, equipment intercepting the communications of their enemies, and highly
perfected bugging systems. In the field of “human resources,” these cartels hire top-flight telecommuni-
cations, egronomic, and chemical engineers (to elude drug detection devices). Former officers of the spe-
cial forces and intelligence services are paid their weight in gold.

One should not forget that now advanced information and communication technologies, the Internet plus
“unbreakable codes,” provide anyone, especially from an inviolable sanctuary, the free and global equiv-
alent of one of these “Command and Control Centers” that up until the Gulf War were the prerogative of
high-tech armies in the field.

New Menacing Entities and the Practice of Massacre

Imitation and contagion: such is the origin of the wave of massacres that have bloodied the world since
1997, from Columbia to Cambodia, from Cashmere to Mexico, and from India to Egypt, including Sierra

2 “Living and Thinking like Swine”, Exils, publisher, Paris, France - 1998.
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Leone, Liberia — and now the United States. Let us not count the hidden murders, the shameful liquida-
tions, secret vendettas, as old as the hills: this concerns the targeted, planned, media-covered massacre; from
massacre that provides access to CNN and a deliberate element of the strategy of terror, to massacre that
has evidently become one of the favorite weapons of the terrorists of world chaos.

“Inventor” of this type of massacre - the Algerian GIA. So much so that in December 1997, Amnesty In-
ternational, whose choice of words is careful, speaks of this country in terms of “terrifying violence” and
that the December 22, 1997 issue of “Libération” emphasizes that the Algerian press agency had that year
used the word massacre more than 180 times in the headlines of its dispatches.

Why this contagion of massacre? Because it works. In one year, the GIA garnered a worldwide reputa-
tion: after Luxor, the Egyptian fanatical Muslims “existed” again; in Columbia, the United States now hes-
itates to help an army that is an accomplice to paramilitary-massacres:

- Usefully serve a “military” strategy (GIA);
- Can nearly ruin a country (Egypt and its tourist industry after Luxor); and
- Can paralyze a giant, the United States, in a fight that for it is vital (war on drugs).

In short, committing massacres is existing, is making the headlines. A situation quickly understood by the
guerrillas of the “United Revolutionary Front” of Sierra Leone3, who add their own personal touch: the sys-
tematic mutilation of their victims, dismembered, their eyes ripped out, disfigured, but left alive to bear wit-
ness to a horrible “propaganda by action.”

Result — Swarms and Networks: War in the 21st Century 4

Here is the major challenge for the security forces of the nation-states of developed countries. The Amer-
ican superpower has been waging such a war against drugs for 20 years and todays, it has indeed lost it: there
is more heroin and cocaine in North America than 20 years ago, sold in purer form and for less than be-
fore.

What are the rules of the new-look war, that of swarms operating in networks (the concept of network
being opposed here to that of a hierarchical entity such as an army)? Columbian Cartel, Algerian, Cash-
mere or Chechen guerillas, African or Balkan militia, al-Qaeda type terrorist entity, narco-army of Soma-
lia or the golden triangle, Jamaican posse: all these actors of world chaos are non-state and transnational
and basically operate in the same way.

Note first, and this is important in a world where information, communication is essential, that even though
it is non-political and purely criminal, the “swarm” entity most often has its “legend.” It cultivates its sta-
tus of association of “men of honor” (mafia), its reputation of Robin Hood or defender of faith. The swarm
communicates. It is neither autistic nor cut off from the world.

The basic element of the “building block game” is a combat group of ten to twenty men that all know each
other. They come from the same neighborhood, the same clan, and the same tribe or went to the same

3 Criminal band active since 1991 in the north (diamond zone) of the country.

4 On the swarm war, see notably the RAND studies: “The Advent of Netwar(1996) ; “In Athena’s Camp’ (1997) ; “Swarming
and the Future of Conflict” (2000) ; “Networks and netwars: the future of terror, crime and militancy’’(2001). See also the spe-
cial issue (in 1999) of Studies in Conflict and Terrorism on the theme “Netwar across the spectrum of conflict”. These studies
mostly result from the research of John Arquilla and David Ronfeldt.

18 Part One: Introduction/Strategic Context



place of worship. In short: they are immersed in the same civil society, the same culture, within which they
are essentially invisible. Mobile, flexible, versatile, capable of diversified actions, the unit (which can be
broken down into teams of four to five men5 ) moves easily, even across borders, and disperses as quickly.

The armament of the swarm is rustic, well controlled, and easily replaced; its hierarchy simple. This “Lego
block” of guerilla warfare, drug traffic or terrorism (or frequently all three combined) can easily connect
laterally to other analogous “Lego blocks,” first thanks to the ancestral formula of conspiracy and secrecy,
then due to either high-tech communication tools, cell phones, the Internet, faxes, use of MP3, coded im-
ages etc., or low-tech or even no-tech means (drums, optical signals, animal cries, etc.). The whole can
cover its tracks and hide its intentions. It is also dispersed geographically and diverse in form and aspect.
It is anything but an army, uniform by nature.

On an international scale, the swarm plays on the dialectic of the fief and the “diaspora.” The immigrant
in Europe, for example, is trapped by blackmail concerning the life of his family that remained in the fief-
dom and cooperates willingly or not. The swarm knows how to exploit, to its benefit and in many ways,
the humanitarian aid provided in or near its fiefdom.

Crucial point: this polymorphous nebula has no strict central hierarchy® and/or obedience to dominating
chiefs of staff. It can even simply be “brainless.” This nebula can be a community of faith (Islamists, sects)
or of interest (drugs) with a chief or team that is recognized as having implicit authority to whom one
swears allegiance for the present but which can be taken back the next day, and which coordinates the
whole. An example of this point is the back and forth of the Algerian kataéb between Antar Zouabri’s GIA
and the Salafist Group for the Dawa and Jihad of Hassan Hattab. On the whole, however, one can agree
on what is essential: hate of a common enemy, the jihad and the desire for dollars.

The structure (let us imagine a spider web) is flat, decentralized. Each “Lego block” of the swarm is highly
independent with a local capacity for initiative. For coordination the nebula relies on no irreplaceable
charismatic chief, but anonymous and interchangeable leaders. The swarm operates in pulses. A decision
for massive attack is made? The available units quickly reach a given sector, attack suddenly and brutally,
and disperse before the adversary with its heavy complex hierarchy has even reacted.

In the Caucasus during the first Chechen war, the swarm configuration resulted in the taking of thousands
of hostages; several escapades of “infernal Chechen columns” in southern Russia; the hijacking of a Russ-
ian ferry in the Black Sea (January 1996) and a Turkish Cypriot Boeing 727 in March 1996; dozens of at-
tacks against Russian officials and military; and even the threat of nuclear terrorism in Moscow.

Finally arises the problem of the development of a form of low intensity, light terrorism, evolving between
the policy of silence against witnesses, pressure on the police, magistrates but also all organized authority
(doctors, mailmen, etc.) that is slowly developing in the “freed” territories. The suburban gangs become
hybrid gangs that sometimes seek a “political” screen, as was the case for the anti-Semitic attacks conducted
by suburban delinquents suddenly interested in the Palestinian conflict.

The last development in Iraq, Afghanistan or Lebanon, the return of the Shiis inside modern terrorism (the
Nasrallah warning after the assassination of Imad Mughniyeh in Syria, explaining that “the rules have
changed”) expressed new threats for the Occident.

5 Like for example the Chechen “tank killer” units.

6 Each unit having only an embryonic hierarchy.
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In the New York Police Department’s report on “Radicalization in the West,” published at the end of 2007,
it was possible to highlight the transfer from imported to homegrown terrorism.”

Those are the threats the Los Angeles County Sheriff’s Department and other law enforcement agencies
must deal with to protect freedom and citizens against attacks.

7 Mitchell D. Silber and Arvin Bhatt, “Radicalization in the West: The Homegrown Threat,” NYPD Intelligence Division, found
at: http://www.nypdshield.org/public/SiteFiles/documents/NYPD Report-Radicalization in the West.pdf, no date.
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l. The LA TEW and its Evolution
John P. Sullivan

The Los Angeles Terrorism Early Warning Group (TEW) held its first formal meeting in October 1996 —
a full five years before radical jihadist terrorism lashed out against the United States. In light of the inter-
agency intelligence failures that led to 9/11, the TEW’s founding seems prescient. At that time the problem
of transnational “Fourth Generation” insurgents and criminals waging “netwar” was only the concern of a
few maverick security analysts. Even the military was largely pre-occupied with building a “Network-
Centric” force to deploy against competitor states such as China and Russia. The rise of dangerous non-
state forces went largely unnoticed—until the world woke up one September morning to two burning
towers.

Fortunately, the Los Angeles TEW were lucky enough to capitalize on the talents of an international com-
munity of military and law enforcement personnel, intelligence and policy analysts, and leaders from the
business and medical worlds interested in networking to stop terrorism. This eclectic group formed a group
brain, sort of a “Wikipedia” of counter-terrorism.

These security professionals don’t just contribute intelligence —they also give insightful (and novel) pre-
sentations on emerging threats, technologies and strategies, increasing the collective knowledge of Amer-
ica’s national security establishment. The TEW’s records read like a “Who’s Who?” of the international
security community (from Canada, France, the United Kingdom, Israel, Germany, Spain and the U.S.).
UCLA political scientists Amy Zegart and David C. Rapoport, famed RAND terrorism analysts David
Ronfeldt and Brian Jenkins, New York Post military affairs columnist Ralph Peters, and a host of lesser-
known but equally important analysts have all briefed the TEW.

Although many first became aware of the TEW after 9/11, it has dealt with many other security issues, in-
cluding counter-narcotics missions, beefing up public infrastructure security, border security, the vulnera-
bility of health and food supplies to terrorists, shoulder-fired missiles, and the tackling of present and future
biological warfare threats.

The TEW grew from an ad hoc monthly meeting of concerned Los Angeles security analysts and emer-
gency responders seeking to share information and build knowledge into an incident-specific intelligence
fusion cell (really more of an operations-intelligence fusion effort). In its early years (from 1996 to 2001),
the TEW focused on building tradecraft and processes. These started with target/response information
folders and playbooks to aid response and threat assessment, as well as a monthly open source report (OS-
INTrep). These matured into what is now known as “Intelligence Preparation for Operations (IPO)” and
the Transaction Analysis Model and Transaction Analysis Cycle. During this time frame, the TEW was
called to develop response protocols for Anthrax hoaxes in 1998, as well as stand-up as an intelligence
watch center for the Y2K/New Years 2000. The TEW also stood up as a special event intelligence fusion
center for the 2002 Democratic National Convention.

On September 11, 2001, the Los Angeles TEW stood up to assess the impact of the 9/11 attacks on New
York and Washington, DC. It stayed active as a full-time multiagency, multidisciplinary fusion center for
Los Angeles County (all 88 cities in the County) until the intelligence fusion mission was transferred to a
new Joint Regional Intelligence Center (JRIC) where TEW analysts were embedded to jump-start the new
organization.

During that time period, the TEW also operated the National TEW Resource Center (N-TEW-RC) to help
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develop TEWs and fusion centers across the United States. The Model CONOP in part three of this text
was developed at that time.

In recent years, the TEW has morphed from an intelligence fusion center to a strategic foresight work-
shop—its analytical capabilities have been absorbed into the Joint Regional Intelligence Center (JRIC).
TEW members and analysts now speculate on future threats and run wargames designed to gauge Los An-
geles’ vulnerability to terrorism.

The TEW has provided intelligence that defused two cycles of anthrax hoaxes in 1999 and 2001. Addi-
tionally, TEW contributed vital intelligence during the Democratic National Convention in 2000, helping
to prevent a repeat of the 1999 World Trade Organization (WTO) riots. The intelligence was used to suc-
cessfully identify possible threats and shape the operational space to ensure a successful and mostly peace-
ful convention. The TEW also helped contribute intelligence during the run-up to Y2K, examining the
threat of cyber-terrorism, systems failure, and violence by millennialist cults. Although thankfully none
of those threats came to pass, the TEW’s historical response demonstrates the utility of early warning in-
telligence.

During its active fusion experience, several TEWs have been established throughout the United States,
replicating the success of the Los Angeles TEW’s networked approach. Many of these still function as full-
time regional fusion centers, others serve as informal meeting venues to forge professional networks in a
particular region, and across regional boundaries. The Los Angeles TEW still exists as an informal future
operations shop, continuing its monthly meetings, sponsoring exercises, conferences, and workshops, as
well as helping develop analytical tradecraft, and continuing to nurture interdisciplinary awareness of
emerging threats.

The Los Angeles TEW has been cited in many media reports, government and academic studies as a vi-
able model for counterterrorism intelligence fusion. It has also been recognized for its innovative efforts.
Two important honors bestowed on the TEW include being named among the “Top 100 innovative pro-
grams by Harvard University’s John F. Kennedy School of Government: 16th Annual Innovations in Amer-
ican Government Awards (2003), and as a Finalist (top 5) in Mitretek Innovations in Homeland Security
Award issued by Mitretek and the Ash Institute for Governance and Innovation at the Kennedy School
(2004).

Throughout its history, the Los Angeles TEW has been dedicated to developing network approaches to
network threats. It also sought to anticipate novel and emerging threats—i.e., develop early warning. As
a result, the TEW developed an overarching mission statement for the L.os Angeles TEW and the broader
TEW network:

To develop operational intelligence for [our] area of operations, and contribute to the
co-production of intelligence across the TEW and intelligence fusion community in order
to prevent, counter and respond to terrorism and emerging threats by conducting
indications and warning and operational net assessment.

This mission statement is still valuable and relevant. It guides the continuing work of all those in the TEW
community. It also contains a goal—the recognition of the “co-production” of intelligence as an essential
element of understanding, anticipating, and countering global terrorist networks and the threats they pose.
This text shows how these concepts emerged and matured.
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Il. Selected Essays on TEW Process and Evolution

The following essays provide a snapshot of the TEW’s development and conceptual foundations. They il-
lustrate the theory and practice of the TEW. These pieces outline the TEW’s organization, the TEW in-
telligence co-production process, and the TEW’s “transaction analysis cycle.” Together, these essays
demonstrate that the TEW is not just another form of intelligence “fusion” or “intelligence-led policing”
but rather a mature approach to intelligence analysis and operations.

The essays selected for inclusion in this work are “Terrorism Early Warning and Co-production of Coun-
terterrorism Intelligence,” which was presented to a panel on Innovation in Analysis, Warning and Pre-
diction at the Canadian Association for Security and Intelligence Studies in Montreal in October 2005; an
expanded version of that paper “Intelligence Co-production and Transaction Analysis for Counterterror-
ism and Counter-netwar;” and “Developing a Group Strategic Threat and Modus Operandi Profile Ana-
lytical Framework,” both presented to the International Studies Association Conference in San Diego in
March 2006.

While some of the content overlaps, these papers help demonstrate the TEW’s evolutionary path. In this
work, the figures from all three papers are consolidated to reduce redundancy and for clarity of presenta-
tion. Additional references and papers on the TEW are included in the Appendices for those wishing
greater detail than presented here.
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Unpublished paper presented to Canadian Association for Security and Intelligence Stud-
ies, CASIS 20th Anniversary International Conference, Montreal, Quebec, Canada, Panel
5: In Pursuit of the Analytical Holy Grail: Part 1, Innovation in Analysis, Warning and Pre-
diction, 21 October 2005.

Reprinted at INTSUM Magazine, Marine Corps Intelligence Association, Vol. XVII, Issue 8,
Spring 2006.

Terrorism Early Warning and Co-Production of
Counterterrorism Intelligence

John P. Sullivan

Contemporary terrorism is a complex phenomenon involving a range of non-state actors
linked in networked organizations. These organizations, exemplified by the global jihadi
movement known as al-Qaeda, are complex non-state actors operating as transnational net-
works within a galaxy of like-minded networks. These entities pose security threats to na-
tion states and the collective global security. Traditional security and intelligence
approaches separated criminal and national security intelligence, as well as domestic and
international security concerns. Modern terrorism exploits these seams to operate on a
global scale. The Terrorism Early Warning Group (TEW) concept emerged in Los Ange-
les in 1996 as a way to bridge the gaps in traditional intelligence and security structures.
The TEW embraces a networked approach to intelligence fusion and directs its efforts to-
ward intelligence support to regional law enforcement, fire and health agencies involved
in the prevention and response to terrorist acts.

The Los Angeles TEW includes analysts from local, state and federal agencies to produce
a range of intelligence products at all phases of response (pre-, trans-, and post attack)
specifically tailored to the user’s operational role and requirements. The TEW bridges
criminal and operational intelligence to support strategic and tactical users. As part of this
process, the TEW seeks to identify emerging threats and provide early warning by inte-
grating inputs and analysis from a multidisciplinary, interagency team. Toward this end,
the TEW has developed a local network of Terrorism Liaison Officers at law enforcement,
fire, and health agencies, formed partnerships with the private sector to understand threats
to critical infrastructure, and has developed and refined processes to analyze and synthe-
size threat data to support its client agencies. The TEW has adapted the military concept
of Intelligence Preparation of the battlefield into a dynamic Intelligence Preparation for
Operations (IPO) process, and has defined a framework known as the Transaction Analy-
sis Cycle to anticipate threats and develop intelligence collection strategies. Finally, TEWs
based on the Los Angeles model are emerging throughout the United States. These TEWs
are forming a distributed network with the potential to co-produce intelligence to counter
networked threats. This paper discusses the LA TEW model and its practices.
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Contemporary terrorist networks challenge state institutions and global security. The 9/11 attacks in
New York and Washington, DC, the M-11 (Eme Once) attacks against the Madrid Metro, and the 7/7 At-
tacks on the London Underground are examples of this threat. Extremist organizations, exemplified by the
self-proclaimed global jihadi movement described as al-Qaeda and its affiliates, are complex non-state ac-
tors operating as transnational networks within a galaxy of like-minded networks. These transnational en-
tities pose security threats to nation states and collective global security. Traditional approaches to security
and intelligence separated criminal and national security intelligence, as well as domestic and international
security concerns.

Transnational extremists operating across borders transect the traditional boundaries between national

security and criminal enforcement. These networked global insurgents are blending political and religious
fanaticism with criminal enterprises to challenge the rule of law and exploit the seams between crime and
war. Modern terrorism exploits these seams to operate on a global scale. Contemporary intelligence and
homeland security responses are influenced by these changes. This paper describes the Los Angeles Ter-
rorism Early Warning Group’s networked approach to intelligence fusion and intelligence support to re-
gional law enforcement, fire and health agencies involved in the prevention and response to terrorist acts. 8

Effective response to these threats demands a high degree of interoperability among all levels of respon-
ders—local, state, federal, and ultimately globally—between a variety of disciplines (law enforcement,
fire service, public health and medical), between government and non-governmental agencies and private
corporations, and between civil and military agencies. Intelligence is an important element of forging an
interagency response. To be effective, counterterrorism intelligence must embrace network attributes and
effectively fuse with networked operational forces.

Co-Production of Intelligence: The ‘TEW’ Model

The Los Angeles Terrorism Early Warning Group (LA TEW) was established in 1996. It currently in-
cludes analysts from local, state and federal agencies to produce a range of intelligence products at all
phases of response (pre-, trans- and post attack), specifically tailored to the user’s operational role and re-
quirements. The TEW integrates criminal and operational intelligence to support strategic and tactical
users. As part of this process, the TEW seeks to identify emerging threats and provide early warning by
integrating inputs and analysis from a multidisciplinary, interagency team.

Within a single TEW, this process is known as “All Source/All Phase” fusion, where intelligence is derived
from all potential sources (classified, sensitive but unclassified, and open sources or OSINT) to provide in-
formation and decision support at all phases of a threat/response. Information needed to understand an
event is available from local through global sources.

The immediate precursor for an attack may be in the local area, across the nation, in a foreign nation, in
cyberspace, or in a combination of all. Identifying global distributed threats and achieving an under-
standing of their impact requires more than simple information sharing. It demands collaborative infor-
mation fusion and the production of intelligence among cooperative nodes that are distributed among

8 This paper draws from a number of previous papers and briefings presented over the nine year history of the LATEW. These
include: John P. Sullivan, “Networked Force Structure and C41”, in Robert J. Bunker (Ed.), Non-State Threats and Future Wars,
London: Frank Cass, 2003, pp. 144-155; John P. Sullivan, “Networked All-Source Fusion For Intelligence and law Enforcement
Counter-terrorism Response,” paper presented to Intelligence Studies Section of the International Studies Association (ISA), 2004
ISA Annual Convention, Montreal Quebec, Canada, 18 March 2004; and John P. Sullivan and Robert J. Bunker, “Multilateral
Counter-Insurgency Networks,” in Robert J. Bunker (ED.), Networks,Terrorism and Global Insurgency, London: Routledge,
2005 ,pp.183-198.
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locations where terrorists operate, plan, or seek to attack. For example, terrorists may plan their attack in
Europe while obtaining logistical and financial support in South America and the Asian Pacific. They may
simultaneously conduct reconnaissance in their target city in North America, recruit and train operatives
in Iraq, all the while receiving direction from another location all together.

Developing the intelligence needed to anticipate, prevent, disrupt, or mitigate the effects of an attack re-
quires the production of intelligence in a collaborative and integrated endeavor by a number of agencies
across this dispersed area. This is known as ‘co-production’ of intelligence. In essence the TEW is designed
as a node in a counter-terrorist intelligence network. To achieve this local through global fusion, or co-pro-
duction, the TEW has developed an organizational structure and processes, including Intelligence Prepa-
ration for Operations (IPO) and the Transaction Analysis Cycle; it conducts exercises, and is forming a
networked framework for node-to-node collaboration.

TEW Organization

Organizationally, the TEW is organized into six cells: the Officer-in-Charge or OIC (Command), Analy-
sis/Synthesis, Consequence Management, Investigative Liaison, Epidemiological Intelligence (Epi-Intel)
and Forensic Intelligence Support cells. The Forensic Intelligence Support cell, which includes technical
means and such external resources as virtual reach back, supports the others.

These are supported by a network of Terrorism Liaison Officers (TLOs) coordinated by the TEW. The foun-
dational TEW organization (depicted in Figure 1) is described below:

e The OIC (Command) cell provides direction, sets intelligence requirements, and is responsible for
interacting with the incident command entities.

* The Analysis/Synthesis cell coordinates net assessment activities and develops an iterative collection
plan (including tasking requests for information to the various net assessment elements). The
Analysis/Synthesis cell is also responsible for developing the results of all the cells’ analysis into
actionable intelligence products.

* The Consequence Management cell assesses the law, fire and health (EMS-Hospital-operational
medical) consequences of the event.

» The Investigative Liaison cell coordinates with criminal investigative entities and the traditional
intelligence community.

» The Epidemiological Intelligence (Epi-Intel) cell is responsible for real-time disease surveillance
and coordination with the disease investigation.

* The Forensic Intelligence Support cell exploits a range of technical means to support the TEW fusion
process. These include CBRNE reconnaissance, the use of sensors and detectors, geospatial tools
(including mapping, imagery and GIS products), and cyber means.

Finally, the TEW has developed a local network of Terrorism Liaison Officers (TLOs) at each law en-
forcement, fire service, and health agency in its area of operation. In addition, private sector counterparts,
known as infrastructure Liaison Officers (ILOs) are also being established to ensure the flow of informa-
tion between the TEW and key critical infrastructure and cultural entities. TLOs and ILOs provide the outer
sensing capacity for the TEW and are users of TEW products.
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Intelligence Preparation for Operations (IPO)

Intelligence Preparation for Operations (IPO)

Intelligence preparation for operations (IPO) is emerging as a civil analog to the military intelligence prepa-
ration of the battlefield (IPB) to serve response information needs. 9 PO provides a standard tool set for
situational recognition, course-of-action development, and response rehearsal. This process bridges the
gap between deliberate planning and crisis action planning for all facets of a unified multi-organizational
response organization. The IPO framework is depicted in Figure 2.

The center or core of the IPO process (as in the TEW organization) is analysis/synthesis, or the process of
breaking down information into its constituent parts, processing it into manageable components, seeking
linkages with related elements, providing context and synthesizing the results into actionable intelligence.
This core drives IPO’s four steps through the process of pulsing out requests for information (RFIs) at all
steps.

Step 1: Define the Opspace

The first step is defining the operational space (Opspace). This includes identifying named areas of interest
(NAIs) that may be targeted by terrorists that will be covered by intelligence collection assets and ascer-
taining the critical infrastructure in the area. This process includes evaluation of local through global fac-
tors, since in our interconnected world aspects of critical infrastructure may reside on a global scale or in
several interrelated spatial domains.

Step 2: Describe Opspace Effects

The second step is defining the operational space effects. In this step target Response Information Folders
(RIFs) or target folders are developed for key venues such as infrastructural or cultural locations. Popu-
lation, terrain and weather, cultural features, including cultural intelligence or CULTINT are also assessed.
Geospatial intelligence (GEOINT) including potential infrastructural interactions, cascading impact, and
the organizational dynamics of all actors are considered. Cyber Intelligence (CyberINT) or the exploita-
tion of advanced information systems and social network analysis are then added. The goal is an under-
standing of all geospatial and social dynamics influencing operations (i.e., geosocial intelligence).

Step 3: Evaluate OPFOR (PTEs) and Threats

The third step is to identify and evaluate the opposing force (OPFOR) or potential threat elements (PTEs)
and the weapons they may employ by class (i.e., chemical, biological, radiological, nuclear, suicide bomb-
ing, etc.). This step is intended to identify threats which reside in a notional ‘threat envelope.” The goal
is achieving ‘Deep Indications and Warning’ (Deep 1&W) driven by an assessment of a range of influ-
ences on the OPFOR and an assessment of social network structures.

The | & W Envelope

Conceptually, the Indications and Warning (I&W) Envelope is depicted as surrounding Step 3, with most
I&W typically occurring just prior to an actual attack at the top of the envelope. By embracing advanced
social network analysis and related tools such as non-obvious relationship awareness or analysis (NORA),

9 See John P. Sullivan, Hal Kempfer, and Jamison Jo Medby, “Understanding Consequences in Urban Operations: Intelligence
Preparation for Operations, INTSUM Magazine, Marine Corps Intelligence Association, Vol. XV, Issue 5, Summer 2005, pp. 11-
19 for an in depth discussion of IPO.
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it is possible to achieve ‘Deep I&W’ by discerning terrorist potentials, and by observing the transactions
and signatures associated with assembling a terrorist ‘kill chain.’

Step 4: Determine OPFOR & Friendly COAs

The fourth step builds upon all the previous to develop potential OPFOR and friendly courses of action
(COAs). This includes an understanding of current resource and situation status (RESTAT and SITSTAT)
of all response forces actually deployed or that may be needed to address the situation. This is the step
where completed intelligence products are disseminated. Actionable intelligence is the goal; products de-
veloped include ‘Mission Folders,” advisories, alerts, warnings, net assessments and other tailored intelli-
gence products.

Foundations of IPO’s Core and Four Steps

All of the four steps, as well as the core, rely upon a foundation of intelligence knowledge, process, capa-
bilities, and practice. First among these is a capability for acquiring or collecting information: sensors. The
sensors could include a citizen’s report of suspicious activity to community police, other human collection
means, Internet scanning, signals intelligence, geospatial tools or other types of forensic intelligence sup-
port. These ultimately involve the exploitation of real-time or near real-time monitoring and/or virtual
reachback from multi-sensor arrays or field reconnaissance capabilities (e.g., chemical, biological or ra-
diological sensors or detectors).

Utilizing IPO relies upon knowledge of analytical tradecraft and concepts for understanding intelligence
and conflict. These include an understanding of deception and counter-deception, and swarming and
counter-swarming as tactics or approaches to conflict, as well as an understanding of the psychology of in-
telligence and decision dynamics, such as the need to limit group think and avoid mirror imaging. In ad-
dition, the IPO process must consider ‘centers of gravity’ and ‘decisive points’ and be able to address both
current and future operations at all steps. 10

Finally, all of these transactions occur along a notional ‘Event Horizon,” or overview of all aspects of an
event or potential event. PO appreciates three distinct focuses of intelligence production over the course
of an event horizon: Trends and Potentials, Capabilities and Intentions, and ultimately conducting an Op-
erational Net Assessment to achieve all phase, all source fusion at all phases of operations. A more dynamic
and practical way of viewing the event horizon is found in the ‘Transaction Analysis Cycle.’

Transaction Analysis Cycle

Terrorist activity plays itself out over time, which can be expressed in a linear fashion as an event horizon
or in a non-linear fashion. The ‘Transaction Analysis Cycle’ (see Figure 3) developed by Sullivan is a non-
linear analytical approach for discerning terrorist activity within dynamic and diffuse data sets laden with
noise and masked by a fog of uncertainty.

The Transaction Analysis Cycle emerged as a way to teach analysts how to interpret activity in order to as-
sess leads and other inputs while developing iterative collection plans to identify patterns and define hy-

10 A center of gravity is that key aspect of the OPFOR, whether it is a location, leader, bond or relationship, or other part of their
operational matrix that is determined to be critical if removed or neutralized by our forces. A Decisive Point is a subordinate
component of a center of gravity, such as a location, event, time or other identifiable node or action that enables the center of
gravity.
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potheses about a potential terrorist ‘kill chain.” As part of the LA TEW’s on-going refinement of trade
craft, the TEW has participated in a series of exercises simulating its role in discerning indications and
warning, providing net assessment, and supporting response and prevention or disruption activities. Dur-
ing two recent exercise series (Operation Talavera, a counter-radiological attack scenario in 2004, and Op-
eration Chimera, a counter-biological scenario in 2005) the Los Angeles TEW exercised its ability to
identify patterns of behavior that could culminate in a terrorist attack in order to refine support to preven-
tion and deterrence activities.

The Transaction Analysis Cycle is a pattern generator centered (like the TEW organization and [PO frame-
work) on Analysis/Synthesis.I1 Utilizing this framework, analysts can observe activities or transactions
conducted by a range of actors looking for indicators or precursors of terrorist or criminal activity of many
types. Individual transactions (such as acquiring finances, expertise, acquiring materiel, munitions or ca-
pability, recruiting members, conducting reconnaissance, mission rehearsal, conducting an attack, etc.)
have signatures that identify them as terrorist or criminal acts, or consistent with the operations of a spe-
cific cell or group. These transactions and signatures (T/S) can then be observed and matched with pat-
terns of activity that can be expressed as trends and potentials (T/P), which can ultimately be assessed in
terms of a specific actor’s capabilities and intentions (C/I). At any point, the analytical team can posit a
hypothesis on the pattern of activity and then develop a collection plan to seek specific transaction and sig-
natures that confirm or disprove its hypothesis.

Analysis can start at any point to support the illumination of specific terrorist trends, potentials, capabili-
ties or intentions. Individual transactions and signatures (such as tactics, techniques and procedures [TTPs]
or terrorist statements) can be assessed through a tailored collection plan to assemble a notional terrorist
‘kill chain’ that can be disrupted or an objective that can be protected by selection of appropriate friendly
courses of action. Thus the transaction analysis cycle becomes a common framework for assessing pat-
terns, hypotheses and social network links among a range of actors within a broad spatial and temporal con-
text, making co-production of intelligence and situational understanding viable.

Conclusion

The TEW model is scalable and adaptable. From its initial implementation in Los Angeles, the TEW con-
cept and network has grown to include TEWs at various stages of development throughout California:
Riverside/San Bernardino, Orange County, Sacramento, San Diego, and East Bay (Oakland, Alameda and
Contra Costa counties). The TEW has also spread elsewhere in the United States: Pierce County, Wash-
ington; Tulsa, Oklahoma (Oklahoma Region 7); New Orleans, Louisiana (Louisiana Region I); Greater
Cincinnati; Albuquerque, New Mexico (Mid-Rio Grande); and the Territory of Guam at the time of this
paper, with others soon expected to come on line. These individual nodes are coalescing into a network,
sharing information among TEWs, state fusion centers, and other interested entities. These expansion ef-
forts are supported by technical assistance sponsored by the US Department of Homeland Security, Office
of Domestic Preparedness. Technical assistance efforts include doctrine development and workshops to
further TEW practice and analytical tradecraft at the National TEW Resource Center based at the Los An-
geles TEW.

While the Los Angeles TEW model has demonstrated that networked fusion is possible, a number of chal-
lenges remain. First among these is organizational and bureaucratic competition. Networked forms com-

1T Analysis/Synthesis is the core of the ‘Orientation’ phase of Colonel John Boyd’s Decision Cycle or OODA (Observe-Ori-
ent-Decide-Act) Loop. The TEW model draws much of its theoretical grounding from the interaction between the OODA Loop
of parties to networked conflict.
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pete with their hierarchical predecessors. Bureaucratic inertia slows moves toward collaboration both
within and especially across disciplines, jurisdictions, and nodes. Fiscal competition and struggles for in-
tergovernmental primacy are additional complicating factors.

Co-production of intelligence to counter the evolving terrorist threat requires the development of multi-lat-
eral structures. Much of the information necessary to understand the dynamics of a threat—indeed, even
to recognize that a threat exists —is developed from the bottom-up, as well as through horizontal (as op-
posed to top-down) structures. Multilateral exchanges of information, including indicators of potential at-
tacks and alliances among networked criminal actors are needed to counter networked adversaries. This
requires the development of new analytical tradecraft, processes, and policy. Intergovernmental instruments
are needed to fully exploit lateral information-sharing, along with the development of distributed intelli-
gence processing across organizational and political seams, including the development of mechanisms for
sharing information among both intra-national and international nodes. The TEW model and the processes
evolving within the TEW network are the first step in pursuit of the analytical ‘Holy Grail.’
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Unpublished paper presented to International Studies Association, 2006 ISA Annual
Conference, San Diego, California; Panel on Intelligence and Operational Issues for
Counterterrorism and Counterinsurgency, 24 March 2006

Intelligence Co-Production and
Transaction Analysis for Counterterrorism
and Counter-netwar

John P. Sullivan

Combating networked threats requires new approaches to producing intelligence to sup-
port a range of operations. Contemporary networked threats include terrorism and in-
surgency. This paper describes the need for a distributed global network for the
co-production of intelligence. It introduces the concept of Intelligence Preparation for
Operations (IPO) and describes a transaction analysis model suited to co-production of
intelligence for counterterrorism, counterinsurgency and counter-netwar.

Networked threats dominate the horizon. This paper describes some of the emerging tools and approaches
to intelligence analysis necessary to navigate this threat horizon.12 Terrorist and insurgent networks dom-
inate the global scene, challenging state institutions and global security. On the terrorist front, the 9/11 at-
tacks in New York and Washington, DC, the M-11 (Eme Once) attacks against the Madrid Metro, and the
7/7 Attacks on the London Underground exemplify this reality. The Iraqi insurgency or insurgencies, as
well as the renewed Afghan insurgency and attacks against Nigerian oil infrastructure, together with other
facets of the global Salafist jihad, are further contemporary examples of netwar.13 Within this phenome-
non, also known as Fourth Generation warfare (4GW),14 extremist organizations, exemplified by the self-
proclaimed global jihadi movement described as al-Qaeda and its affiliates,15 are complex non-state actors
operating as transnational networks within a galaxy of like-minded networks. These entities are transna-
tional, exploiting the seams of traditional approaches to security and intelligence.

Transnational extremists—netwarriors or Fourth Generation warriors — operate across borders and exploit
the traditional boundaries between national security and criminal enforcement. These networked global

12 This paper expands upon an earlier paper, John P. Sullivan, “Terrorism Early Warning and Co-Production of Counterter-
rorism Intelligence,” presented to the Canadian Association for Security and Intelligence Studies, CASIS 20th Anniversary In-
ternational Conference, Montreal, Quebec, Canada, 21 October 2005. That paper can be downloaded at:
http://www.terrorism.com/modules.php?op=modload&name=Documents&file=get&download=432.

13 Netwar is a theory developed by John Arquilla and David Ronfeldt to describe networked conflict in the Information Age.
Perhaps the best text outlining Netwar and its attributes can be found in John Arquilla and David Ronfeldt (Eds.), Networks and
Netwars: The Future of Terror, Crime, and Militancy, Santa Monica: RAND, 2001.

14 Fourth Generation warfare (4GW) was first articulated in William Lind, K. Schmitt, J. Sutton, and G.I. Wilson, “The Chang-
ing Face of War: Into the Fourth Generation,” Marine Corps Gazette, October 1989, pp. 22-26. A comprehensive overview can
be found in Thomas X. Hammes, The Sling and the Stone: On War in the 21st Century, St. Paul, MN: Zenith Press, 2004. The
intelligence challenges incumbent in addressing 4GW are discussed in G.I. Wilson, John P. Sullivan, and Hal Kempfer, “Fourth-
Generation Warfare: It’s Here, And We Need New Intelligence-Gathering Techniques for Dealing with It,” Armed Forces Jour-
nal International, October 2002, pp. 56-62.

15 See for example Jonathan Schanzer, Al-Qaeda’s Armies: Middle East Affiliate Groups & the Next Generation of Terror,
New York: Specialist Press International, 2005 for a description of the range of al-Qaeda affiliates.
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insurgents mix political and religious fanaticism with criminal enterprises to exploit the seams between
crime and war. Traditional intelligence and homeland security approaches are insufficient to address these
issues without major structural overhaul and an infusion of new approaches, tools, and processes.

Traditional Approaches are Not Enough

The catastrophic terrorist attacks on the US on 9/11 were a wake-up call to the citizenry, Congress and in-
telligence, national security, law enforcement, and public safety communities. These attacks and the sub-
sequent anthrax attack sequence, like a modern-day Pearl Harbor, are widely viewed as intelligence failures
of a large magnitude.16 Yet as grand as this intelligence failure was, efforts to improve intelligence col-
lection, stimulate information-sharing, and restructure bureaucracies are not enough. Largely govern-
mental attempts at reform have included shifting bureaucracies and an emphasis on ‘connecting the dots.’
Yet without structural and systematic efforts to revitalize intelligence analysis, attempts to bound uncer-
tainty and predict future terrorist activities are of limited utility. As Sundri Khalsa, drawing from prior work
by Garst and Heymann, notes, “warning failures are rarely due to inadequate intelligence collection, [they]
are more frequently due to weak analysis, and are often due to decision makers ignoring intelligence (Garst
2000). Decision makers, however, ignore intelligence largely because analytical product is weak (Heymann
2000).” 17

Predictive intelligence is the desired end-state for all intelligence consumers, that is decision-makers at all
levels from head of state through tactical operator, investigator, firefighter or cop on the beat. Yet tradi-
tional approaches, be they military order of battle analysis for traditional combat or linear lead analysis and
case support found in criminal intelligence practice, can fill the need for predicting the swarming activi-
ties of small, dispersed, diffuse non-state netwar actors. There are many barriers to achieving the all too
elusive actionable intelligence. There appear to be too few good sources of data on events yet to happen,
apparently too many variables, in effect a large signal-to-noise ratio, and a lack of understanding of the po-
tential tools and methodologies available to forecast and understand future events. 18

Captain Sundri K. Khalsa, a United States Air Force intelligence analyst, posits three propositions for
correcting this situation:

® “Analysis, rather than collection, is the most effective way to improve warning;”

® “Hiring smart people does not necessarily lead to good analysis;” and

® “A systematic process is the most effective way to facilitate good analysis.”19

16 See The 9/11 Commission Report: Final Report of the National Commission on Terrorist Attacks Upon the United States,
Authorized Edition, New York: W.W. Norton & Co.,N.D. for a detailed discussion of the events and disconnects leading up to
the 9/11 events.

17 Sundri K. Khalsa, “Forecasting Terrorism: Indicators and Proven Analytic Techniques,” Proceedings of the 2005
International Conference on Intelligence Analysis, Mitre Corporation and Office of the Assistant Director of Central Intelli-
gence for Analysis and Production, 2-4 May 2005, McLean, VA found at https://analysis.mitre.org//proceedings/Final Pa-
pers Files/106 camera Ready Paper.pdf; Ronald D. Garst, “Fundamentals of Intelligence Analysis,” Intelligence Analysis
ANA 630, No. 1 Joint Military Intelligence College (Ed.), Washington: DC: Joint Military Intelligence College, 2000, pp. 5-7;
and Hans Heymann, Jr., “The Intelligence-Policy Relationship,” Intelligence Analysis ANA 630, No. 1 Joint Military Intelligence
College (Ed.), Washington: DC: Joint Military Intelligence College, 2000, pp. 53-62.

18 See Glen M. Segell, “Intelligence Methodologies Applicable to the Madrid Train Bombings, 2004,” International Journal
of Intelligence and CounteriIntelligence, Vol. 18, No. 2, Summer 2005, pp. 221-238 and David T. Resch, “Predictive Analysis:
The Gap Between Academia and Practitioners,” Military Intelligence, Vol. 21, No. 2, April-June 1995, pp. 26-29.

19 Sundri K. Khalsa, op sit, see note 6 above.
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These propositions are shared and validated by the Los Angeles TEW’s experience in forging new ap-
proaches to counterterrorism analysis. To paraphrase Russo and Schoemaker, analysts fail when they fol-
low a poor process in arriving at their product. 20

The following discussion describes the systematic approaches developed by the Los Angeles Terrorism
Early Warning Group (LA TEW) as part of its networked approach to intelligence fusion and intelligence
support. They include the TEW concept itself, the concept of ‘co-production’ of intelligence, and a se-
ries of mutually supporting processes: Intelligence Preparation for Operations (IPO), the Transaction Analy-
sis Model, and the Transaction Analysis Cycle.

Co-Production of Intelligence and Terrorism Early Warning

The Los Angeles Terrorism Early Warning Group (LA TEW) was established in 1996.21 It currently in-
cludes analysts from local, state and federal agencies to produce a range of intelligence products at all
phases of response (pre-, trans-and post attack), specifically tailored to the user’s operational role and re-
quirements. The TEW integrates criminal and operational intelligence to support strategic, operational, and
tactical users. As part of this process, the TEW seeks to identify emerging threats and provide early warn-
ing by integrating inputs and analysis from a multidisciplinary, interagency team.

Within a single TEW, a process known as “All Source/All Phase” fusion takes place, where intelligence
is derived from all potential sources (classified, sensitive but unclassified, and open sources or OSINT) to
provide information and decision support at all phases of a threat/response. Information needed to un-
derstand an event is available from local through global sources. This process is essentially “multi-INT”
fusion relying upon “meta-analysis.”

The immediate precursor for an attack may be in the local area, across the nation, a foreign nation, cyber-
space, or in a combination of all. Identifying global distributed threats and achieving an understanding
of their impact requires more than simple information sharing. It demands collaborative data, information
fusion, and the production of intelligence among cooperative nodes that are distributed among locations
where terrorists operate, plan, or endeavor to conduct an attack. For example, terrorists may plan their
attack in Europe and Africa while obtaining logistical and financial support in South America and the
Asian Pacific. They may simultaneously conduct reconnaissance in their target city in North America, re-
cruit and train operatives in Iraq and Europe, all the while receiving direction from another location all to-
gether.

20 Khalsa, ibid., quotes Russo and Schoemaker: “frequently groups of smart, well-motivated people...agree...on the wrong
solution... They didn’t fail because they were stupid. They failed because they followed a poor process in arriving at their de-
cisions.” (Khalsa’s emphasis.) As cited by Khalsa, Edward J. Russo and Paul J.H. Schoemaker, Decision Traps: The Ten Bar-
riers to Brilliant Decision-Making and How to Overcome Them,New York: Rockefeller Center, 1989.

21 Additional details on the Los Angeles Terrorism Early Warning Group, its approach, and the emerging TEW network can
be found in John P. Sullivan, “Terrorism Early Warning Groups: Regional Intelligence to Combat Terrorism,” in Russell Howard,
James Forest, and Joanne Moore (Eds.), Homeland Security and Terrorism: Readings and Interpretations, New York: McGraw-
Hill, 2006, pp. 235-245; John P. Sullivan, “Networked Force Structure and C41, in Robert J. Bunker (Ed.), Non-State Threats
and Future Wars, London: Frank Cass, 2003, pp. 144-155; John P. Sullivan, “Networked All-Source Fusion For Intelligence and
law Enforcement Counter-terrorism Response,” paper presented to Intelligence Studies Section of the International Studies As-
sociation (ISA), 2004 ISA Annual Convention, Montreal Quebec, Canada, 18 March 2004; and John P. Sullivan and Robert J.
Bunker, “Multilateral Counter-Insurgency Networks,” in Robert J. Bunker (ED.), Networks, Terrorism and Global Insurgency,
London: Routledge, 2005 ,pp.183-198.
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Developing the intelligence needed to anticipate, prevent, disrupt, or mitigate the effects of an attack re-
quires the production of intelligence in a collaborative and integrated endeavor by a number of agencies
across this dispersed area. This is known as ‘co-production’ of intelligence. In essence, the TEW is de-
signed as a node in a counter-terrorist intelligence network. To achieve this local through global fusion,
or co-production, the TEW has developed an organizational structure and processes, including Intelligence
Preparation for Operations (IPO), Transaction Analysis Model, and the Transaction Analysis Cycle; it con-
ducts exercises, and is forming a networked framework for node-to-node collaboration.

Intelligence Preparation for Operations (IPO)

Intelligence Preparation for Operations (IPO) is the first set of processes used by the TEW to reduce un-
certainty and produce an understanding of potential threats. IPO is a civil analog to the military intelligence
preparation of the battlefield (IPB) process; it is intended to serve response information needs.22 PO pro-
vides a standard tool set for situational recognition, course-of-action development, and response rehearsal.
This process bridges the gap between deliberate planning and crisis action planning for all facets of a uni-
fied multi-organizational response organization. Figure 1 depicts and summarizes the [PO framework.

The core of the IPO process is analysis/synthesis, or the process of breaking down information into its
constituent parts, processing it into manageable components, seeking linkages with related elements, pro-
viding context, and synthesizing the results into understanding for actionable intelligence. Analysis/Syn-
thesis drives all four steps of the IPO process by pulsing out requests for information (RFIs) to a specific
step, as circumstances require.

Step 1: Define the Opspace

Step 1 involves defining the operational space (Opspace). This includes identifying named areas of inter-
est (NAIs) that may be targeted by terrorists that will be covered by intelligence collection assets and as-
certaining the critical infrastructure in the area. This process includes evaluation of local through global
factors since, in our interconnected world, aspects of critical infrastructure may reside on a global scale or
in several interrelated spatial domains.

Step 2: Describe Opspace Effects

Step 2 is defining the effects of various threat scenarios on the operational space (Opspace). Response In-
formation Folders (RIFs) or target folders are developed for key venues. Population, terrain and weather,
cultural features, and cultural intelligence (CULTINT), including forensic theology, are also assessed and
analyzed. Geospatial intelligence (GEOINT) including potential infrastructural interactions, cascading
impact, and the organizational dynamics of all actors (including response organizations) are considered.
The exploitation of advanced information systems and social network analysis (defined as Cyber Intelli-
gence or CyberINT) are an additional input. Developing an understanding of all geospatial and social dy-
namics influencing operations (i.e., geosocial intelligence) is the goal of Step 2.

Step 3: Evaluate OPFOR (PTEs) and Threats

The third step is to identify and evaluate the opposing force (OPFOR) or potential threat elements (PTEs)

22 See John P. Sullivan, Hal Kempfer, and Jamison Jo Medby, “Understanding Consequences in Urban Operations: Intelli-
gence Preparation for Operations,” INTSUM Magazine, Marine Corps Intelligence Association, Vol. XV, Issue 5, Summer 2005,
pp- 11-19, for an in depth discussion of IPO.
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and the weapons they may employ by class (i.e., chemical, biological, radiological, nuclear, suicide bomb-
ing, etc.). This step is intended to identify threats which reside in a notional ‘threat envelope.” The goal
is achieving ‘Deep Indications and Warning’ (Deep 1&W) driven by an assessment of a range of influ-
ences on the OPFOR and an assessment of social network structures.

Step 4: Determine OPFOR and Friendly COAs

The fourth step builds upon all the previous steps to develop potential OPFOR and friendly courses of ac-
tion (COAs). This includes an understanding of current resource and situation status (RESTAT and SIT-
STAT) of all response forces actually deployed or that may be needed to address the situation. At this step
completed intelligence products are disseminated. Actionable intelligence is the goal; products developed
include ‘Mission Folders,” advisories, alerts, warnings, net assessments and other tailored intelligence prod-
ucts.

The I & W Envelope

Conceptually, the Indications and Warning (1&W) Envelope is depicted as surrounding Step 3, with most
[&W typically occurring just prior to an actual attack at the top of the envelope. By embracing advanced
social network analysis and related tools such as non-obvious relationship awareness or analysis (NORA),
it is possible to achieve ‘Deep 1&W’ by discerning terrorist potentials, and by observing the transactions
and signatures associated with assembling a terrorist ‘kill chain.’

Foundations of IPO’s Core and Four Steps

All of the four steps, as well as the core, rely upon a foundation of intelligence knowledge, process, capa-
bilities and practice. First among these is a capability for acquiring or collecting information: sensors.
The sensors could include a citizen’s report of suspicious activity to community police, other human col-
lection means, open source (OSINT) exploitation, internet scanning, signals intelligence, geospatial tools
or other types of forensic intelligence support. This may include exploiting real-time or near real-time
monitoring and/or virtual reach-back from multi-sensor arrays or field reconnaissance capabilities (e.g.,
chemical, biological or radiological sensors or detectors).

Utilizing IPO relies upon knowledge of analytical tradecraft and concepts for understanding intelligence
and conflict. These include understanding of deception and counter-deception, of swarming and counter-
swarming, the psychology of intelligence, and decision dynamics, including the need to limit group think
and avoid mirror imaging. In addition, the [PO process must at all steps consider ‘centers of gravity’ and
‘decisive points’ and be able to address both current and future operations.23

Finally, all of these transactions occur along a notional ‘Event Horizon’ or overview of all aspects of an
event or potential event. IPO appreciates three distinct focuses of intelligence production over the course
of an event horizon: Trends and Potentials, Capabilities and Intentions, and ultimately conducting an Op-
erational Net Assessment to achieve all phase, all source fusion at all phases of operations. Tools for vi-
sualizing the event horizon and making it accessible to decision-makers are found in the ‘Transaction
Analysis Model’ and the ‘Transaction Analysis Cycle.’

23 A center of gravity is that key aspect of the OPFOR, whether it is a location, leader, bond or relationship, or other part of
their operational matrix that is determined to be critical if removed or neutralized by our forces. A Decisive Point is a subordi-
nate component of a center of gravity, such as a location, event, time or other identifiable node or action that enables the cen-
ter of gravity.
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The Transaction Analysis Model

As noted earlier, traditional analytical techniques and approaches fall short when dealing with networked,
non-state threats. Segall identifies three potential methodologies to fill this gap. These are 1) trends and
patterns, 2) frequency, and 3) probability.24 Segall notes that ‘trends and patterns’ of data are a traditional
staple of intelligence that often are linked with the analysis of intent and capability (as specified for example
in the national Security Act of 1947). Such techniques are particularly valuable in addressing armed con-
flict to determine OPFOR actions based upon knowledge of tactics, strategies and the disposition of forces
(state and non-state) as analysts seek to discern indicators from newly emerging trends, patterns or irreg-
ularities. 25

Frequency is often added to trends and patterns (since trends and patterns often miss catastrophic substate
events). Frequency alone is not enough; it must incorporate trends and patterns to predict or forecast a ter-
rorist event. Nevertheless, frequency is valuable in analyzing communications or other transactions to
forecast terrorist activity, potential attacks, and craft interdiction and investigative activities.26 Probabil-
ity is the final traditional tool to be incorporated in Segall’s trinity. For Segall, determination of the prob-
ability of a terrorist event is based upon “risk analysis of latent threat and target vulnerability.”27 Yet
traditional threat-based or criminal intelligence approaches to terrorism intelligence typically ignore or
segregate vulnerability and criticality (or the impact of a given attack) from their toolset. Segall quotes a
private interview with an anonymous member of Her Majesty’s Security Services (formerly known as
MIS) to emphasize the value of integrating trends and potentials, capabilities and intentions with vulnera-
bility and criticality:

“The methodology of intelligence analysis of terrorism probability pertains to risk analy-
sis of vulnerability when coupled to trends and patterns methodology determination of
threat intent and capability and vulnerability assessment coupled with frequency method-
ology determination of the statistical analysis of prediction and forecasting of the likeli-
hood of such threats through computerization techniques.”28

The Transaction Analysis Model addresses these concerns. It was developed by Sullivan to illuminate and
articulate the implied tasks contained in the TEW’s traditional process of combining trends and potentials,
and capabilities and intentions to achieve a net operational assessment. The Transaction Analysis Model
reinforces PO, exploits IPO, and relies upon meta-analysis (that is, all phase, all source, multi-INT analy-
sis). The Transaction Analysis Model is depicted in Figure 2.

The first stage of the transaction analysis model is determining the current threat based upon capturing
transactions and signatures of OPFOR activity. Transactions can be collected as tips, leads or reports from
a variety of sources. Individual transactions or patterns of transactions can then be assigned a signature if
they are consistent with specific types of activity or TTPs.

24 Glen M. Segall, op sit, at p. 221.
25 Tbid. pp.224-225.

26 Tbid. p. 228.

27 1bid. pp. 229-230.

28 Ibid. p. 231. Segall cites an unnamed member of MI5 to describe ideal forecasting capability for terrorist events.
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When aggregated, transactions and signatures may form specific trends and potentials (stage two) indica-
tive of terrorist, insurgent or criminal activity. Absent specific indicators or information outlining a spe-
cific terrorist ‘kill chain,’ likely target locations can be identified through an assessment of vulnerability
and criticality (stage three). These assessments form a hypothesis (or one of multiple competing hy-
potheses) about the OPFOR’s capabilities and intentions (stage four) to be tested through collection and
analysis. Together all of these stages define the threat envelope.29

When friendly capabilities are matched with the threat, the resulting assessment of relative risk can be de-
fined in an operational or strategic net assessment. Courses of action (COAs) to respond to and mitigate
the risk as well as the posture of friendly security and public safety organizations can be calibrated to the
situation described in the net assessment. This information is transmitted through a ‘mission folder,” ad-
visories, alerts, or warnings and described in IPO step 4. Discerning the threat components of various
transactional data is achieved by combining the IPO process with the Transaction Analysis Cycle.

Transaction Analysis Cycle

Terrorist activity plays itself out over time, which can be expressed in a linear fashion as an event horizon
or in a non-linear fashion. The ‘Transaction Analysis Cycle’ developed by Sullivan is a non-linear ana-
lytical approach for discerning terrorist activity within dynamic and diffuse data sets laden with noise and
masked by a fog of uncertainty. Analysts are charged with detecting and anticipating threat activity from
massive amounts of societal activities or transactions. These transactions originate from a variety of sources
and correspond to both legitimate and illegitimate activities. This mass of data is fraught with noise and
clutter. Some of the transactions reported or observed are consistent with criminal or terrorist activity.
That is, the transactions (or clusters of transactions or patterns of activity) may have signatures. Threat sig-
natures are “structures of data that may reflect the execution of threat tasks.”30 Some patterns or threat
signatures can be related, and the connections among related signatures can facilitate hypotheses about
high-level organized activities31 or indicate trends and potentials.

The Transaction Analysis Cycle emerged as a way to teach analysts how to interpret activity in order to as-
sess leads and other inputs while developing iterative collection plans to identify patterns and define hy-
potheses about a potential terrorist ‘kill chain.” A kill chain is a pattern of transactional, linked activity that
describes a structure of data consistent with threat activity. Boner describes this as a threat pattern that is
characterized by a “hierarchy of tasks and subtasks that may be involved in its execution. For example,
carrying out a chemical attack may involve recruiting an attack team, acquiring a nerve agent, devising a
delivery method, testing, etc. Each of these tasks may in turn involve a number of subtasks.”32 The kill
chain is an analog of a decision tree and contains branches and sequels for each of its tasks and subtasks.
Each of these contains transactions and signatures that can be anticipated, with the resulting patterns of data
contributing hypotheses about OPFOR capabilities and intentions. Boner notes that the “data structures

29 The threat envelope corresponds roughly to the Indication and Warning (I&W) Envelope in IPO, since the indicators
tracked in the I&W Envelope manifest the visible or potentially visible activities which can be discerned through collection
and analysis.

30 Christopher M. Boner, “Novel, Complementary Technologies for Detecting Threat Activities within Massive Amounts of
Transactional Data,” Proceedings of the 2005 International Conference on Intelligence Analysis, Mitre Corporation and Of-

fice of the Assistant Director of Central Intelligence for Analysis and Production, 2-4 May 2005, McLean, VA found at
https://analysis.mitre.org//proceedings/Final Papers Files/318 camera Ready Paper.pdf.

31 1bid.

32 1bid.
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that are used to represent activity patterns and hypotheses are closely related.”33 Because of this, trans-
action analysis can help identify pattern variables such as task participants, groups, assets, locations, and
other instrumental role players and entities. 34 This makes transaction analysis a valuable method for di-
recting collections and forming investigative and analytical hypotheses.

As part of the Los Angeles TEW’s on-going refinement of tradecraft, the TEW has participated in a series
of exercises simulating its role in discerning indications and warning, providing net assessment, and sup-
porting response and prevention or disruption activities. During two recent exercise series (Operation Ta-
lavera, a counter-radiological attack scenario in 2004, and , a counter-biological scenario in 2005) the Los
Angeles TEW exercised its ability to identify patterns of behavior that could culminate in a terrorist attack
in order to refine support to prevention and deterrence activities.

The Transaction Analysis Cycle is a framework for generating patterns from large transactional datasets.
It is centered (like the TEW organization and IPO framework) on Analysis/Synthesis.35 Utilizing this
framework, analysts can observe activities or transactions conducted by a range of actors looking for in-
dicators or precursors of terrorist or criminal activity of many types. Individual transactions (such as ac-
quiring finances, expertise, acquiring materiel, munitions or capability, recruiting members, conducting
reconnaissance, mission rehearsal, conducting an attack, etc.) have signatures that identify them as terror-
ist or criminal acts or are consistent with the operations of a specific cell or group. These transactions and
signatures (T/S) can then be observed and matched with patterns of activity that can be expressed as trends
and potentials ('T/P), which can ultimately be assessed in terms of a specific actor’s capabilities and inten-
tions (C/I). At any point, the analytical team can posit a hypothesis on the pattern of activity and then de-
velop a collection plan to seek specific transaction and signatures that confirm or disprove its hypothesis.

Analysis can start at any point to support the illumination of specific terrorist trends, potentials, capabili-
ties or intentions. Individual transactions and signatures (such as tactics, techniques and procedures [TTPs]
or terrorist statements) can be assessed through a tailored collection plan to assemble a notional terrorist
‘kill chain’ that can be disrupted or an objective that can be protected by selection of appropriate friendly
courses of action. Thus, the transaction analysis cycle becomes a common framework for assessing pat-
terns, hypotheses and social network links among a range of actors within a broad spatial and temporal con-
text, making co-production of intelligence and situational understanding viable.

Conclusion

Co-production of intelligence to counter the evolving terrorist threat requires the development of multi-lat-
eral structures. Much of the information necessary to understand the dynamics of a threat—indeed, even
to recognize that a threat exists —is developed from the bottom-up, as well as through horizontal (as op-
posed to top-down) structures. Multilateral exchanges of information, including indicators of potential at-
tacks and alliances among networked criminal actors, are needed to counter networked adversaries. This
requires the development of new analytical tradecraft, processes, and policy.

33 Ibid.
34 Ibid.
35 Analysis/Synthesis is the core of the ‘Orientation’ phase of Colonel John Boyd’s Decision Cycle or OODA (Observe-Ori-

ent-Decide-Act) Loop. The TEW model draws much of its theoretical grounding from the interaction between the OODA
Loop of parties to networked conflict.
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Intelligence Preparation for Operations (IPO) and its allied processes, the Transaction Analysis Model and
Transaction Analysis Cycle, are comprehensive, systematic ways to structure analytical effort within a sin-
gle analytical node (such as a single TEW) or across a distributed analytical enterprise engaged in the co-
production of intelligence. These transactional approaches allow bi-directional information flow between
analysis and collection (collectors feed analysts and analysts feed collection).

As aresult, disparate information feeds are fused to synthesize situational recognition, foster visualization
of comprehensive warning intelligence, and stimulate the generation of alternative competing hypotheses
which can be tested through additional refined collection. Finally, these approaches are collaborative and
integrate threat (both OPFOR and criminal) intelligence with friendly vulnerability and capability to attain
operational net assessment to inform response posture. These approaches have the potential to benefit the
counterterrorism, counterinsurgency, and counter-netwar communities as they are institutionalized, ex-
panded, refined, and enabled through technological and information systems support tools.

43 Part Two: History of the TEW



Unpublished paper presented to International Studies Association, 2006 ISA Annual
Conference, San Diego, California; Panel on Intelligence and Operational Issues for
Counterterrorism and Counterinsurgency, 24 March 2006.

Developing a Group Strategic Threat and Modus
Operandi Profile Analytical Framework

Andre DeMarce and John P. Sullivan

This paper will outline the conceptual contours of developing a Group Strategic Threat and
Modus Operandi Profile (GSTMOP) Analytical Framework as an element of John P. Sulli-
van’s IPO and Transaction Analysis Cycle counterterrorism intelligence frameworks. It will
examine the constellations of group variables such as group psychologies, group behaviors
and structures, ideology, available weaponry and materiel toward extrapolating how they di-
rectly influence group strategic targeting approaches, targeting preferences, and attack
modus operandi particular to individual groups. Finally, it will examine terrorist psychol-
ogy and group behavior dynamics from a networked counterterrorism operational frame-
work.

A key finding of the 9/11 Commission’s examination of the terrorist attacks of September 11th was that the
government suffered a ‘failure of imagination’ in not being more prepared to combat the threat of al-Qaeda
attacks against the US homeland.36 This assessment resonates with past discussions of surprise and warn-
ing. It also highlights the impact of a “poverty of expectations,” the dangerous analytic and warning pit-
fall described by Thomas Schelling where “the danger is not that we shall read the signals and indicators
with too little skill; the danger is in a poverty of expectations—a routine obsession with a few dangers
that may be familiar rather than likely.”37

Local or regional counterterrorism agencies are faced with combating inherently shadowy terrorist adver-
saries. These adversaries range from small cells to social networks of operatives who camouflage their ac-
tivities amongst the backdrop of societies and the transnational fissures and shadows of an increasingly
globalizing world. The majority of transactions and signatures that point to indicators of potential terror-
ist operations are likely to be subtle, fragmented, globally diffuse, and ambiguous.

Security and counterterrorism analysts—such as those serving within the various Terrorism Early Warn-
ing Group (TEW)38 nodes —must guard against a “failure of imagination” and “poverty of expectations.”
To do so they must embrace an analytic approach and framework that precisely and advantageously as-
sesses and charts potential and likely operational trajectories and characteristics of terrorist groups likely
to operate in their particular region. This includes scenario-based assessment of strategic threat and group
modus operandi. In turn, transactions and signatures (i.e., indicators) discerned by intelligence collection

36 Executive Summary of the Final Report of the National Commission on Terrorist Attacks Upon the United States; avail-
able from http://www.9-11commission.gov/report/911Report Exec.htm; Internet; accessed 1 March 2006.

37 Thomas Schelling, quoted in Mary McCarthy, “The National Warning System: Striving for an Elusive Goal,” Defense In-
telligence Journal, 3,no. 1 (Spring 1994): 13.

38 Background on Terrorism Early Warning Groups (TEWs) and the TEW concept can be found in John P. Sullivan, “Terror-
ism Early Warning Groups: Regional Intelligence to Combat Terrorism,” in Russell Howard, James Forest, and Joanne Moore
(Eds.), Homeland Security and Terrorism: Readings and Interpretations (New York: McGraw-Hill, 2006), pp. 235-245.

45 Part Two: History of the TEW



mechanisms and sensors can be sounded against these profiles to aid in the development of competing hy-
potheses of terrorist activity to support adaptive indications and warning frameworks.

As Sun-tzu proclaimed, “One who knows the enemy and knows himself will not be endangered in a hun-
dred engagements. One who does not know the enemy but knows himself will sometimes be victorious,
sometimes meet with defeat. One who knows neither the enemy nor himself will invariably be defeated
in every engagement.”39 Thus, an analytic red teaming approach—seeking to understand and ‘get inside’
the mindset of the group—is useful in developing a group strategic threat and modus operandi profile
(GSTMOP).

Understanding the mindset, capabilities and intentions of groups potentially operating in specific areas
through the analysis of the particular group’s ideological objectives, group dynamics, modus operandi, and
capabilities can aid analysts in better assessing how the group is likely to operate in or threaten a particu-
lar region. The GSTMOP could provide an assessed ‘threat consciousness’ or landscape of potential group
threats and modus operandi characteristics against which counterterrorism analysts —ideally utilizing the
Transaction Analysis Cycle concept developed by John P. Sullivan—could compare intelligence indicators
and signatures suggesting terrorist activity. The GSTMOP analytic framework are meant to serve as con-
textual, predictive, and operationally instrumental elements of Intelligence Preparation for Operations
(IPO)40 and Sullivan’s Transaction Analysis Cycle4l processes to more advantageously forecast and dis-
cern group operations, signatures and threats.

This paper will outline the broad contours of an approach for developing group strategic threat and modus
operandi profiles, and identify key variables and factors to be examined and considered by counterterror-
ism analysts working as individuals or within a team. This paper will neither attempt to provide a com-
prehensive list of variables nor a complete analytic framework, but rather serve as a starting point for
refining this framework within the homeland security or counterterrorism analytic context, using the TEW
collaborative analytical group perspective as the primary reference point.

The scope of this paper did not allow for an exhaustive literature review. However, notable analysts who
have examined terrorist group motivations, dynamics and threats as referenced in this paper include Kim
Cragin and Sara A. Daly;42 Bruce Hoffman;43 Jerrold M. Post, Keven G. Ruby, and Eric D. Shaw;44 and

39 Sun-tzu, The Art of War, trans. Ralph D. Sawyer, (Boulder, CO: Westview Press, 1994), p. 135.

40 See John P. Sullivan, Hal Kempfer, and Jamison Jo Medby, “Understanding Consequences in Urban Operations: Intelli-
gence Preparation for Operations,” INTSUM Magazine, Marine Corps Intelligence Association, Vol XV, Issue 5, Summer
2005, pp. 11-19 for an in depth discussion of IPO.

41 See John P. Sullivan, “Terrorism Early Warning and Co-Production of Counterterrorism Intelligence,” paper presented to
the Canadian Association for Security and Intelligence Studies, CASIS 20th Anniversary International Conference, Montreal,
Quebec, Canada, 21 October 2005, available from http://www.terrorism.com/modules.php?op=modload&name=Docu-
ments&file+get&download=432; Internet; accessed 19 March 2006.

42 Kim Cragin and Sara A. Daly, The Dynamic Terrorist Threat: An Assessment of Group Motivations and Capabilities in a
Changing World (Santa Monica, Calif.: RAND Corporation, 2004).

43 Bruce Hoffman, “The Mind of the Terrorist: Perspectives From Social Psychology,” in Harvey W. Kushner, ed., Essential
Readings On Political Terrorism: Analyses of Problems and Prospects for the 21st Century (Lincoln, NE: Gordian Knot
Books, University of Nebraska Press, 2002).

44 Jerrold M. Post, Keven G. Ruby, and Eric D. Shaw, “The Radical Group in Context: 1. An Integrated Framework for the
Analysis of Group Risk for Terrorism,” and “The Radical Group in Context: 2. An Integrated Framework for the Analysis of
Group Risk for Terrorism,” both in Studies in Conflict & Terrorism, 25 (2002): 73-126.
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Brian M. Jenkins, Bonnie Cordes, Konrad Kellen, Gail Bass, Daniel Relles, William Sater, Mario Jun-
cosa, William Fowler, and Geraldine Petty.45 In particular, the paper references and complements the an-
alytic frameworks for examining terrorist group capabilities, motivations, and threats developed by RAND
analysts Kim Cragin and Sara A. Daly, and Bonnie Cordes et al.

As Cragin and Daly note in the conclusion of their study, “...this report examines the threats posed to U.S.
interests worldwide, but it would also be useful to adjust the framework to focus on threats to the U.S.
homeland specifically. Finally, it should be noted that we focus intentionally on the organizational and op-
erational requirement that affect militant organizations’ capabilities. For the purposes of this analysis, we
have set aside a more thorough assessment of intentions and motivations. Yet such an assessment clearly
affects any ‘hearts and minds’ campaign the U.S. government might undertake to reduce recruitment or
lessen general popular support for terrorists’ goals.”46

Thus, this paper seeks to chart the general contours of an analytic framework for homeland security —that
is for local or regional counterterrorism analysts—that examines the strategic threat and modus operandi
for terrorist groups in his/her area of operations. The paper will also pose questions and factors of con-
sideration—drawing on those posed in the Cordes et al. study and the Post et al. framework — that analysts
might examine to better understand a group’s strategic threat, internal dynamics, and likely modus operandi
within a particular area of operations.

I. Analytic Red Teaming Approach to GSTMOP Development

In developing a GSTMOP, it is advantageous to take an analytic red teaming approach to attempt to get
‘inside the mindset’ of the terrorist group. In-depth and insightful red teaming promises to serve as a use-
ful tool in crafting and refining counterterrorism strategies and operations. Such strategies and means
might then better anticipate and combat terrorist adversaries. This improvement would be achieved through
an enhanced understanding of the group’s particular driving factors —strategic goals, leadership and deci-
sion-making dynamics and processes, operational capabilities and rationales, organizational dynamics and
behaviors, adaptive capacities, etc.—and their corollary and derivative operations.

Group operations are guided by group ideology, leadership, and internal and external dynamics. As Bruce
Hoffman contends, “...the terrorist act is conceived and executed in a manner that simultaneously reflects
the terrorist capabilities and takes into account the ‘target audience’ at whom the action is directed. The
tactics and targets of various terrorist movements, as well as the weapons they favor, are therefore in-
eluctably shaped by a group’s ideology, its internal organizational dynamics, the personalities of its key
members, and a variety of internal and external stimuli.”47 Overall, the key to such a red teaming approach
is to identify and understand the prevailing and driving factors and dynamics animating the particular
group and its operations.

A deeper understanding of each group’s unique ‘mindset’ (ideology, strategic agenda, and leadership) and
operational behaviors (operational capabilities, modus operandi, and targeting preferences) can enable a
more precise and advantageous assessment of not simply what the group is capable of attacking, but what

45 Bonnie Cordes, Brian Michael Jenkins, Konrad Kellen, Gail V. Bass-Golod, Daniel Relles, William F. Sater, Mario L.
Juncosa, William Fowler, and Geraldine Petty, A Conceptual Framework for Analyzing Terrorist Groups (Santa Monica,
Calif.: RAND Corporation, 1985).

46 Cragin and Daly, pp.86-87.

47 Hoffman, p. 63.
47 Part Two: History of the TEW



the group wants/intends to attack, as well as how the group is likely to conduct operations.

A deeper understanding of each group’s unique ‘mindset’ (ideology, strategic agenda, leadership) and op-
erational behaviors (operational capabilities, modus operandi, targeting preferences) can enable a more
precise and advantageous assessment of not simply what the group is capable of attacking, but what the
group wants/intends to attack, as well as how the group is likely to conduct operations.

As Cragin and Daly astutely note and examine in developing their analytic framework, the terrorist group
is a dynamic actor, constantly evolving, adapting and reacting to environmental stimuli. Thus, it is envi-
sioned that the GSTMOP would be constantly revised to incorporate current intelligence on the dynamic
and inter-relational nature and evolutionary and adaptive capacities and trajectories of the group vis-a-vis
the shifting environment conditions, dynamics, and actors affecting the group. Further, this approach seeks
to identify and analyze the key group dynamics and characteristics underpinning and driving not only con-
temporary operations and threats, but also those likely to shape group operations, decisions, and adapta-
tions in future circumstances and contexts.

While the Post, Ruby, Shaw framework referenced earlier was originally developed to recognize and an-
alyze a non-violent radical group’s risk of becoming violent, it represents an excellent foundation for ex-
amining the internal and external variables and dynamics—as well as the observable indicators —affecting
the behavior of a radical group. 48 These variables, with certain modifications to examine an already vi-
olent radical group, are useful in the development of the GSTMOP analytic framework and in assessing
those critical group behavioral and environmental variables, dynamics, and indicators for a terrorist group
in a particular area of operations. This framework, along with the aforementioned studies by Cragin and
Daly, and Cordes et al., provided the conceptual inspiration for the analytic contours and questions utilized
in the following sections to begin developing the GSTMOP.

Each terrorist group is unique in typology, particular motivations, ideological objectives, structure, etc., and
operates in an equally unique manner depending upon the actors, audiences, and dynamics at play within
its environment. Therefore, advantageous counterterrorism intelligence collection and operations must be
appropriately tailored to the particular circumstances of the group.49 Once the contours of the GSTMOP
begin to develop, the Transaction Analysis Cycle concept of counterterrorism indications and warning,
and analysis can be sounded against that GSTMOP. As Sullivan describes, the “Transaction Analysis Cycle
emerged as a way to teach analysts how to interpret activity in order to assess leads and other inputs while
developing iterative collection plans to identify patterns and define hypotheses about a potential terrorist
‘kill chain.’50

Sullivan goes on to describe the Transaction Analysis Cycle process and its relationship to an analysis of
a group’s capabilities and intentions —a GSTMOP-type profile—in assessing potential terrorist group pres-
ence, operations, and overall threat:

Utilizing this framework, analysts can observe activities or transactions conducted by a
range of actors looking for indicators or precursors of terrorist or criminal activity of many
types. Individual transactions (such as acquiring finances, expertise, acquiring materiel,
munitions or capability, recruiting members, conducting reconnaissance, mission rehearsal,

48 See Post et al..

49 Jerrold M. Post, “Current Understanding of Terrorist Motivation and Psychology: Implications for a Differentiated An-
titerrorist Policy,” Conference Report, Terrorism: An International Journal, 13,n0. 1 (1990).

50 Sullivan, “Terrorism Early Warning and Co-Production of Counterterrorism Intelligence,” p. 6.
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conducting an attack, etc.) have signatures that identify them as terrorist or criminal acts, or
consistent with the operations of a specific cell or group. These transactions and signatures
(T/S) can then be observed and matched with patterns of activity that can be expressed as
trends and potentials (T/P), which can ultimately be assessed in terms of a specific actor’s
capabilities and intentions (C/I). At any point, the analytical team can posit a hypothesis on
the pattern of activity and then develop a collection plan to seek specific transaction and sig-
natures that confirm or disprove its hypothesis. Analysis can start at any point to support
the illumination of specific terrorist trends, potentials, capabilities or intentions. Individual
transactions and signatures (such as tactics, techniques and procedures [TTPs] or terrorist
statements) can be assessed through a tailored collection plan to assemble a notional terrorist
‘kill chain’ that can be disrupted or an objective that can be protected by selection of ap-
propriate friendly courses of action. Thus the transaction analysis cycle becomes a common
framework for assessing patterns, hypotheses and social network links among a range of ac-
tors within a broad spatial and temporal context, making co-production of intelligence and
situational understanding viable 51

Thus, the development of the GSTMOP framework relies upon an understanding of the group’s modus
operandi, particularly the elements and phases of attack operations. These will in turn help the analyst rec-
ognize possible indicators—captured as transactions and signatures —of ongoing operations and hypoth-
esize the phase, target, and/or tactics of the operation. If the transactions and signatures resonate with
operational arcs and characteristics of the group within the hypothesized GSTMOP and threat scenarios,
the Transaction Analysis Cycle should trigger an adaptive reorientation of intelligence collection postures.
This would result in an alerting and refocusing of intelligence assets and sensors to ‘stalk’52 the likely
transactions and signatures or indicators of the current or potential next phases of the hypothesized terrorist
operation identified. The new, ‘stalking’ intelligence would help discern and confirm, or disprove the hy-
potheses of current terrorist activities.

Many terrorist groups and/or threats involve transnational dimensions, issues, actors, and networks that op-
erate largely outside and in the shadows of many of the strictures, power contours, and jurisdictions of the
state-centric international arena. These transnational terrorist, militant, and criminal groups and networks
exploit the various state-centric international sinews, fissures, and dynamics both connecting and cleav-
ing nation-states. Consequently, the dichotomy between domestic and international security is increasingly
blurred as terrorist groups operating in the U.S. will likely have significant transnational connections, in-
spiration, or threat vectors.

Homeland security analysts must be able to anticipate terrorist threats involving groups of transnational bas-
ing, reach, approach, inspiration, and/or command. Therefore, local or regional counterterrorism intelli-
gence analysts must perceive, appreciate, and incorporate international and transnational issues related to
terrorist groups that might threaten their locality and national space. These are critically germane to un-
derstanding terrorist group mindsets, strategies, motivations, and operations, and, thus, threat assessments.
The truly transnational terrorist threat compels the full appreciation and incorporation of global political
and international security developments and information— particularly those related to existing or poten-
tially emergent ‘homegrown’ terrorist groups—as an integral element of counterterrorism analysis.

51 Sullivan, “Terrorism Early Warning and Co-Production of Counterterrorism Intelligence,” pp. 6-7.

52 Stalking is used to denote the active pursuit of terrorist indicators. Rather than passively collecting intelligence, the
Transaction Analysis Cycle demands an active search or hunt for transactions and signatures indicative of terrorist operational
sequences. This does not totally replace passive collection efforts, but augments them toward the assembly of the data neces-
sary to prove or disprove alternative competing hypotheses.
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As Sullivan notes:

The immediate precursor for an attack may be in the local area, across the nation, in a for-
eign nation, in cyberspace, in a combination of all. Identifying global distributed threats and
achieving an understanding of their impact requires more than simple information sharing.
It demands collaborative information fusion and the production of intelligence among co-
operative nodes that are distributed among locations where terrorist operate, plan, or seek
to attack. For example, terrorists may plan their attack in Europe while obtaining logisti-
cal and financial support in South America and the Asian Pacific. They may simultane-
ously conduct reconnaissance in their target city in North America, recruit and train
operatives in Iraq, all the while receiving direction from another location all together.53

At a tactical or defensive level, comparative assessment of a group’s likely strategic and/or intended tar-
gets and group capabilities, measured against the landscape of potential area targets and vulnerabilities, will
help to refine the threat assessment. This enables public safety and security agencies to more advanta-
geously marshal valuable counterterrorism resources to those targets and threats assessed as most likely.

In this vein, Sullivan suggests that named areas of interest (NAIs) “may be targeted by terrorists that will
be covered by intelligence collection assets and ascertaining the critical infrastructure in the area. This
process includes evaluation of local through global factors, since in our interconnected world, aspects of
critical infrastructure may reside on a global scale or in several interrelated spatial domains.”’54

Thus, in the development of the GSTMOP, the analyst must study, analyze and incorporate salient infor-
mation on the particular group’s characteristics and activities abroad. Further, in scanning for indicators
and signatures of terrorist group activity in a domestic context, analysts must scan not only local activities,
but must also appreciate, analyze and incorporate group activities in the global dimension. These efforts
should also consider international developments potentially affecting the group, as potential indicators of
group intentions, operations and behaviors.

Il. Toward a GSTMOP Assessment: General Factors/Variables for Consideration

The following section outlines four broad conceptual categories of factors and variables driving group op-
erations for consideration by the homeland security and counterterrorism analyst in developing the GST-
MOP. It also suggests relevant questions that might guide the development of the GSTMOP and the
surveying and analysis of indicators. It must be emphasized that terrorist groups or networks are social or-
ganizations operating in a fluid environment. As a result, the following factors are largely inter-dynamic
and overlapping within the group and in relation to the actors and dynamics of its environment. As such,
the delineation of factors in the following categories are meant to assist with conceptual clarity and re-
search organization. Further, the factors outlined are by no means an exhaustive listing, but rather seek to
provide some key questions in assessing the prevailing mindsets, decision-making, group dynamics, etc.
driving group operations in the present, as well as adaptations and reactions to changes in their environ-
ment of operations in the future.

The overarching analytic approach integrating these lines of inquiry into the trends and potentials, and ca-
pabilities and intentions aspects of the Transaction Analysis Cycle center on the comparison of observed

53 Sullivan, “Terrorism Early Warning and Co-Production of Counterterrorism Intelligence,” pp. 2-3.

54 Sullivan, “Terrorism Early Warning and Co-Production of Counterterrorism Intelligence,” p. 4.
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indicators and signatures to the hypothesized and assessed GSTMOP contours for each group, and the re-
sponsive intelligence collection ‘stalking’ plans. Therefore, guiding questions for each category include:

® What transactions have been observed to date, and are they consistent with a particular group
modus operandi signature—either of a group, a phase of operations, or a component part of an
operation’s kill chain?

® What hypotheses of group operations and corollary intelligence collection objectives do these
transactions drive?

® How can we prove or disprove multiple alternative competing hypotheses in light of these
transactions and signatures?

®  Are they actual indicators? If so, of what?

Ideological-Strategic Mindset

A more in-depth understanding of the group’s ideological-strategic mindset—its causes, motivations, and
goals—will help orient the analyst to the broad categories of potential actors and audiences that might rep-
resent the targets of the group’s instrumental and coercive violence as it endeavors to achieve its stated
goals. Similarly, this understanding will help to discern those actors and audiences likely of greatest con-
cern and impact to the group in pursuing its goals. The assessed purchase and resonance of the group’s ide-
ology and goals vis-a-vis the populace in the particular area of operation will give an indication as to the
likely degree of sympathy or operational support the group might enjoy, as well as the size and nature of
potential recruitment pools.

Further, this category of analysis will give insight into the group mindset and rationale strategically guid-
ing operations, as well as the likely degree of violence and types of operations—including operational
preferences and constraints —the group will employ as derived from its ideological creed and agenda.

On this point Hoffman notes:

...all terrorist groups seek targets that are lucrative from their point of view. As such, they
employ tactics that are consonant with their overriding political aims. Whereas left-wing
terrorist such as Germany’s Red Army Faction (RAF) and Italy’s Red Brigades (RB) have
selectively kidnapped and assassinated persons whom they blamed for economic exploita-
tion or political repression to attract publicity and promote a Marxist-Leninist revolution,
terrorists motivated by a religious imperative have engaged in more indiscriminate acts of
violence, waged against a far wider category of targets: encompassing not merely their de-
clared enemies, but anyone who does not share their religious faith. Ethno-nationalists ar-
guably fall somewhere in between. On the one hand, the violent campaigns waged by
groups such as the Palestine Liberation Organization (PLO), the Irish Republican Army,
(IRA), and the Basque separatist group, ETA (Freedom for the Basque Homeland), have fre-
quently been more destructive and have cause far greater casualties than those of their left-
wing counterparts. But, on the other hand, their violence has largely been restricted to a
specifically defined ‘target set’ (i.e., the members of a specific rival or dominant ethno-na-
tionalist group). Perhaps the least consequential of all these terrorist group categories (in
terms of both frequency of incidents and impact on public and governmental attitudes) has
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been the disparate collection of recycled Nazis, racist ‘political punk rockers,” and other ex-
treme right-wing elements who have emerged through the years in various Western coun-
tries. But even their sporadic and uncoordinated, seemingly mindless violence is neither
completely random nor unthinkingly indiscriminate. Indeed, for all these categories, the
point is less their innate difference than the fact that their tactical and targeting choices
correspond to, and are determined by, their respective ideologies, attendant mechanisms of
legitimization and justification and, perhaps most critically, their relationship with the in-
tended audience of their violent acts.”>5

As Hoffman describes, the group’s typology, ideology, and objectives broadly guide operational decisions
in terms of targeting and the degree of violence employed. In addition, understanding the group’s goals
and objectives will provide insight into what actions by the key actors —including defensive and offensive
counterterrorism strategies—might ameliorate or erode the particular environmental conditions, griev-
ances, or interests serving as motivations for the group’s violence. On this point, Post has argued that
counterterrorism strategies must be equally differentiated and tailored to the particular group typology.56
Factors for Consideration/Questions:

® What is the group typology? Ethno-nationalist? Nationalist-separatist? Religious extremist?
Jihadi? Xenophobic/racist?

® What is the group ideological narrative/manifesto?
® What are the group strategic goals? Political? Religious? Societal?

® What goals has the group emphasized? Which has the group debated internally?
Which has it emphasized via communiqués and actions?

® What are the ‘root causes’ and core motivations of group militancy?
What are the particular grievances of the group?

® How sweeping are the goals? Is the group pursuing revolutionary change or the pursuit of specific
goals, and/or redress of specific grievances?

® What strategic/generic target categories has the group articulated, emphasized?

Kev Environmental Actors, Dynamics, and Stimuli

This category and area of research and analysis is arguably the most important in developing the GSTMOP
in that it seeks to reveal and understand how and why the group has, and/or might, instrumentally engaged
and responded to the particular actors, audiences, and dynamics within its environment.

In this regard, it is important that the analyst have a sound understanding of the social-psychological dy-
namics of instrumental political violence and terrorism, and how the violence might be employed to pur-

55 Hoffman, pp. 63-64.

56 See Post, “Current Understanding of Terrorist Motivation and Psychology: Implications for a
Differentiated Antiterrorist Policy.”

52 Part Two: History of the TEW



sue the group goals. Instructive in this understanding is the illuminating description of terrorism and its
dynamics and coercive effects offered by Alex P. Schmid:

Terrorism is a method of combat in which random or symbolic victims serve as instrumen-
tal targets of violence. These instrumental victims share group or class characteristics which
form the basis for their selection for victimization. Through previous use of violence or the
credible threat of violence other members of that group or class are put in a state of chronic
fear (terror). This group or class, whose members’ sense of security is purposively under-
mined, is the target of terror. The victimization of the target of violence is considered ex-
tranormal by most observers from the witnessing audience on the basis of its atrocity; the
time (e.g. peacetime) or place (not a battlefield) of victimization or the disregard for rules
of combat accepted in conventional warfare. The norm violation creates an attentive audi-
ence beyond the main object of manipulation. The purpose of this indirect method of com-
bat is either to immobilize the target of terror in order to produce disorientation and/or
compliance, or to mobilize secondary targets of demands (e.g. a government) or targets of
attention (e.g. public opinion) to changes of attitude or behavior favoring the short or long-
term interests of the users of this method of combat. 57

An examination of how the group has employed coercive activities in an instrumental capacity —not lim-
ited to only violence, but also including political and social engagement—aids in the understanding of
both the group’s operational trends and modus operandi, and, importantly, the apparent underlying driv-
ing rationale for these instrumental activities. This avenue of research should assist the analyst in devel-
oping a better assessment of how, and against which actors and targets, the group will apply instrumental
violence in the future.

Factors for Consideration/Questions:

®  What is the environmental —societal, political, economic, technological, historical —context?

®  What are the prevailing environmental dynamics and/or sentiments?

®  Who are the instrumental actors and audiences (see Schmid)—for example, the target of demands or
coercion, the perceived constituency, adversaries —that the group must appreciate, engage, coerce,
eliminate, etc. in order to achieve its goals? Which are the most important?

What are the group relationships and dynamics vis-a-vis these actors and audiences?

What instrumental actions has the group taken to engage —through coercive violence, and/or political
and social initiatives —these actors and audiences?

® How has the group been affected by or responded to the actions of the actors and audiences, and any
changes in its environment (political, societal, etc.)?

What leader, decision-making process or rationale seems to have guided the instrumental activities?

57 Alex P. Shmid, Political Terrorism: A Research Guide (New Brunswick, NJ: Transaction Books, 1984), p.111.
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Internal Group Dynamics

This conceptual category and line of research seeks to develop a better understanding of group structure
and internal group dynamics and their affect upon operational decision-making and group cohesion. Of
particular interest are factors affecting the group leadership, command and control, and operational plan-
ning and preparation in an effort to discern the prevailing operational leadership elements and rationales.

Factors for Consideration/Questions:

®  What is the structure of the group—cellular, hierarchical, “homegrown,” and/or networked?
Is it some combination of these structures?

®  What is the structure/nature of the group leadership—charismatic leader, committee leadership,
quasi-military hierarchy, or ‘leaderless’ movement?

®  How much control does the leadership exercise over group operations, planning, and strategies?

® Is the group operationally entrepreneurial and adaptive, or does it act only when ordered by leadership?

® How cohesive is the group? Are there rogue or dissenting members or elements, and/or the potential
for splinter groups/cells?

® How committed, subservient, and ‘professional’ are the members vis-a-vis leadership orders, and
operations?

® Have unique cultural factors, norms, and/or behaviors significantly affected internal behavior?

Group Operational Capabilities

This category and line of investigation is aimed at developing an assessment and understanding of the
group’s operational capabilities, sophistication, and preferred modus operandi based both on the group’s
demonstrated attacks and operational capacity, and also on an assessment of the group’s potential capa-
bilities. It is an avenue of research that seeks to discern what operations the group is capable of, or con-
strained from mounting in relation to the group’s strategic agenda and environment of impacting actors and
audiences.

Factors for Consideration/Questions:
® What have been the group’s preferred target categories, tactics, weapons?
®  What are the group’s apparent operational capabilities in terms of:
o Number of fighters and support operatives;
o Militant training and expertise;
o Weapons caches and weapon engineering capacity; and
o External actor or societal operational support or aid?
® What level of operational sophistication and complexity have the attacks demonstrated?

® Have any group operations failed or been interdicted? If so, how and why?

58 See Cragin and Daly.
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lll. Conclusion

As a GSTMOP begins to take shape via the above analysis, it is then up to the analyst or analytical unit to
discern the unique cocktail of prevailing, driving factors—and their relative weight and interplay —around
which the group operates in given environments, particular situations, and in response to various environ-
mental changes. It is at this stage that the analyst or analytical unit begins to develop a better understand-
ing of the group mindset and capabilities, and can begin to chart potential threat landscapes, modus operandi
characteristics, and operational scenarios for the group.

As noted earlier, the GSTMOP is meant to serve as a complementary tool and element within IPO and the
Transaction Analysis Cycle frameworks and processes. The next steps required to more fully develop, re-
fine, and apply the GSTMOP framework center on the outlining of a more comprehensive and inter-dy-
namic listing of the critical factors and variables of group intentions and capabilities, and a more formalized
integration of this concept into the IPO and Transaction Analysis Cycle concepts.
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FIGURES FOR SECTION I

Foundational TEW Organization

(Fig. 1 in “Terrorism Early Warning and the Co-Production of Counterterrorism Intelligence” and
“Intelligence Co-production and transaction Analysis for Counterterrorism and counter-netwar.”)
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IPO Framework

(Fig. 1 in “Intelligence Co-production and Transaction Analysis for Counterrorism and Counter-Netwar”
and Fig. 2 in “Terrorism Early Warning and the Co-Production of Counterterrorism Intelligence.”)
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Transaction Analysis Cycle

(Fig. 3 in “Terrorism Early Warning and the Co-Production of Intelligence,” and Fig. 3 in “Intelligence Co-
production and Transaction Analysis for Counterrorism and Counter-Netwar.”)

Transaction Analysis Cycle

T/S = Transactions & Signatures
T/P = Trends & Potentials

C/l = Capabilities & Intentions
AJS = Analysis/Synthesis
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Transaction Analysis Model

(Fig. 2 “Intelligence Co-production and Transaction Analysis for Counterrorism and Counter-Netwar.”)
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PART THREE

MO DE LT EW CONORP

. o . B T P e ey s ——

Unpublished text, Prepared by National TEW Resource Center, 2007.

The following section, part three of this text is a model TEW concept of operations. It was prepared by the
National TEW Resource Cenler, based at the LASD Emergency Operations Bureau to capture the doctrinal
practices of the LA TEW over a decade of evolution. It is reproduced here in its entirety.
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PART ONE
INTRODUCTION TO ANALYSIS AND TEW PROCESSES
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Section 1.1 — INTRODUCTION

A. Purpose:

A CONOP is intended to outline a set of tactics, techniques and procedures (TTP) for operations. This
model CONOP draws from the experience of the Los Angeles TEW to describe a model for TEW opera-
tions at other TEWs and may be applicable to operations at fusion centers as well. It describes concepts,
theories and practices for conducting advanced counterterrorism intelligence operations, and sets forth
guidelines for effectively integrating these practices into existing processes.

To accomplish this, the CONOP:

1. Describes the nature of the threat environment.
2. Defines the TEW mission and intelligence functions.
3. Defines the TEW operational objectives and mission essential tasks.
4. Describes implementation models and methodologies.
B. Scope:

This CONOP is a guidance document intended to describe tactics, techniques and procedures (TTP) avail-
able to the TEW and intelligence fusion communities providing all-source, all-phase intelligence to law en-
forcement, fire, emergency management and public safety agencies.

C. Goal:

The overarching goal of this CONOP is to document the processes that have evolved after a decade of ex-
perience in counterterrorism intelligence operations within the TEW, and establish an initial framework for
institutionalizing TEW operational techniques.

D. Background:

The roles and responsibilities of the TEW are defined by the nature of the threat and threat environment.
The current threat environment is highly complex, involving a new kind of warfare, one that is tailored to
exploit the gaps and seams in our national composition, forcing our institutions of government into multi-
ple, friction generating dilemmas. The threat environment also involves a new kind of adversary, one with
a demonstrated capability and intention to target our population centers, avoiding completely any direct con-
ventional military engagement.

As aresult, local governments and local public safety agencies, charged with safeguarding the lives, prop-
erty and services within their respective jurisdictions, are thrust directly into a preeminent role in this con-
flict. With the emergence of this role, local jurisdictions have an expanding requirement for threat
intelligence composed of information from national sources, open sources, regional sources, and local
sources, blended together into a fused intelligence product. Similarly, local jurisdictions have an expand-
ing requirement for a local intelligence fusion capacity that is capable of harvesting the information stream,
extracting the data nuggets that have value, injecting a local context, and developing a comprehensive in-
telligence picture.
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E. The Operational Environment:

The TEW concept was developed to fill the need for recognizing potential threats, known as indications
and warning (I&W), and developing situational awareness when a specific threat materializes, known as
Operational Net Assessment (ONA), at the local/regional levels. Implicit in this approach is a recognition
that:

U Traditional processes are too slow to combat networked transnational threats.

O Bureaucratic competition and organizational barriers create seams in national preparedness
and intelligence sharing.

U The distinction between “Global” and “Local” is increasingly anachronistic. (Consider the impact
of globally linked diaspora communities in fueling non-state conflict and terrorism.)

The TEW concept and approach is based on the recognition that local and regional agencies are producers
as well as users of intelligence. The following precepts form a foundation for both individual TEWs and
the need to link these TEWs into a national network.

O Intelligence for domestic civil protection (homeland security) is not solely a top-down,
Federally-driven process.

Intelligence must move top-down, bottom-up and laterally. There is also a need for bi-lateral
police information sharing and cooperation, independent of federal agencies.

Local police, public safety and health agencies may be first to observe indicators.

Local responsibility to protect public and craft response.

There is a need for accountability, structure/guidelines (i.e., doctrine) for access to national
intelligence products.

Regional entities (such as Terrorism Early Warning Groups) are partners in processing and
disseminating intelligence (including providing local context and analyzing products) — there is
significant value added by local knowledge.

U oOououud O

Further, while an emphasis on prevention and deterrence (P&D) is a critical aspect to TEW operations, the
domestic intelligence effort is not exclusively related to supporting criminal investigations or pre-attack,
pre-event prevention. Intelligence sharing and access to a wide range of intelligence products is needed dur-
ing attacks in order to develop effective consequence management efforts.

The Los Angeles TEW has evolved a comprehensive methodology for conducting counterterrorism intel-
ligence operations that facilitate both a prevention and response orientation. Inherent to this methodology
are activities that ensure jurisdiction-wide interagency cooperation, information sharing, and a robust flow
of tactical reporting through government, business and community channels. This multi-disciplined, net-
worked intelligence approach extends beyond the jurisdictional boundaries and includes close interaction
with federal, state and regional information analysis centers. As a result, both the prevention focused In-
dications and Warning (I&W) activities, as well as the response focused Operational Net Assessment
(ONA) activities at the core of TEW operations, are underpinned by a firmly established and aggressively
maintained ‘common’ situational awareness.

The operational space can also be described, in national strategic terms, as an international crossroads, or
a super-hub in the web of global interconnectivity. The mesh of this global web includes numerous cul-
tural, economic, military, and social lines of influence, identity, communication, and dependency between
the United States and the global community. For this reason, the TEW concept of operations calls for iden-
tifying, examining, and understanding as many of these ‘threads’ of influence as possible. Furthermore,
the concept of operations calls for analysis and synthesis activities to examine the information stream
within a local <> Global context as part of the I&W effort.
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F. The Continuum of Operations:

The term continuum of operations is an expression used to describe a range of three possible threat or ter-
rorist attack related circumstances that could exist in the operational space. The continuum is a helpful tool
for describing how the TEW intelligence effort is tied to the dynamics of operational space. While it is pos-
sible for each of these circumstances to exist at the same time, for the purpose of this document, they are
described within the context of a single incident and are related sequentially. Throughout this document
the terms pre, trans, and post-attack will be used within the following context. Section 3.4 will describe
these conditions in more detail.

U The three operational conditions:
1) Pre-attack phase—before an incident.
2) Trans-attack phase—during an incident.
3) Post-attack phase—after an incident.

The following section describes the essential components that make up the operational framework of the
TEW.
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Section 1.2 -
TEW Operational Framework Overview

A. TEW Mission:

The TEW mission is to develop operational intelligence for area of operations, and contribute to the

co-production of intelligence across the TEW and intelligence fusion community in order to prevent,

counter and respond to terrorism and emerging threats by conducting indications and warning and
operational net assessment.

B. TEW Functional Objectives:

In accordance with its mission statement, the TEW provides operational intelligence support specifically
within the following two intelligence functions: Indications & Warning (I&W) and Operational Net As-
sessment (ONA). Functional objectives are used to provide the operational context needed to translate
functions into processes, tasks and activities.

Indications and Warning (I&W) Objective Overview-While conducting I&W, the TEW objective is to
prevent and counter terrorism and emerging threats. This objective includes early recognition of threat or
terrorist attack indicators, timely alerting and warning of appropriate agencies and tailored intelligence
support to interdiction operations.

The TEW monitors trends and potentials that may result in terrorist threats or attacks within Los Angeles
County and surrounding jurisdictions. This early warning element evaluates leads and reports of suspicious
activity from public safety agencies, together with open source and sensitive data, and researches threat in-
formation to guide training, planning, and response efforts. The TEW works to identify precursor events
when assessing trends and potentials, with the goal of prevention and deterrence.

Operational Net Assessment Objective Overview-While conducting Operational Net Assessment (ONA),
the TEW objective is to support the response to threats and terrorist attacks and facilitate a high operational
tempo (optempo) by producing timely, accurate and relevant intelligence, including tailored decision sup-
port and consequence mitigation intelligence products (utility).

During a known threat period or in the aftermath of an attack, the TEW actively monitors and assesses the
current situation and status of all events that may impact the Los Angeles County Operational Area. In ad-
dition, the TEW employs advanced technological means (known as forensic intelligence support) to facil-
itate situation assessment and course of action development for the public safety community.

The TEW essentially provides a platform for networked, multilateral, horizontal communication of the
threat information and intelligence needed to manage a complex urban operation. The TEW’s net assess-
ment process provides all-source/all-phase fusion to support decision-making and all public safety opera-
tions with an emphasis on future operations. The TEW bridges the gap between crisis action planning
activities, i.e., the Rapid Response Planning Process (R2P2), and deliberate planning to provide the infor-
mation necessary to achieve interoperability for complex, interagency, interdisciplinary, coalition-type op-
erations.
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C. TEW Mission Essential Tasks:

Tasks that must be accomplished in order to perform the functions addressed in the previous sections are
identified on the Mission Essential Task List (METL). The TEW METL identifies the high-level process
activities that are afforded the highest priority in respect to the commitment of personnel and resources dur-
ing operations. Each task represents a critical aspect of the TEW mission that, if ignored, would result in
an organizational failure in conducting either the I&W or Operational Net Assessment functions. METL,
when evaluated during operations or exercises, is also instrumental for providing metrics for measuring or-
ganizational performance.

Target Management
Threat Management

Risk Assessment
Collection Management
Information Processing
Intelligence Analysis
Threat Recognition
Consequence Assessment
Intelligence Co-Production

Dissemination and Feedback

A brief description of each essential task follows. Each task will be addressed in much more depth in
Part Two.

D. Target Management:

Target management supports both I&W and Operational Net Assessment by identifying and prioritizing po-
tential targets within the operational area and ensuring measures are established for reducing each target’s
relative risk. Target management includes the following four sub-tasks: 1) Target Inventory, a process that
identifies the jurisdiction’s target contour and silhouette, 2) Target Modeling, a process that catalogs im-
portant response information for each potential target into a response information folder (RIF), 3) Target
Integration, a process that identifies a potential target’s vulnerabilities and generates both target hardening
recommendations and random antiterrorism measures (RAMS), and 4) Target Forecasting, a process that
determines a target’s criticality as well as response resource requirements. Target integration and target
forecasting activities are conducted as part of the risk-assessment.

E. Threat Management:

Threat management is a mission essential task that supports both the I&W and Operational Net Assessment
functions by identifying and characterizing the jurisdiction’s threat. Threat management is made up of
four activities: 1) Threat Inventory, 2) Threat Modeling, 3) Threat Integration, and 4) Threat Forecasting.
These activities and associated sub-tier activities emphasize identifying complex threat vectors such as
CBRNE WMD, as well as local threat elements, determining their potential for interacting with global
threat actors —such as al-Qaeda cadre—in the execution of an attack on local targets. Additionally, threat
management emphasizes assessing local threat element activities within the context of a globally active kill-
chain. (The term kill-chain is a reference to a terrorist group’s attack processes.)

Note: Throughout this document, the expression OPFOR stands for Opposing Force, referring to all clas-
sifications of threat actor, threat group, terrorist, adversary, etc.
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F. Risk Assessment:

Risk-assessment reviews threat factors, identifies vulnerabilities and determines criticality to define a tar-
get’s threat-envelope. During the vulnerability analysis, risk-assessment compares the potential target’s
security attributes with OPFOR capabilities, intentions, tactics, techniques and procedures (TTP), and re-
cent attack trends, identifying vulnerabilities and developing target hardening recommendations. Risk-as-
sessment also involves conducting consequence and impact assessments to identify criticality issues.
During threat management, threat-target profiles are developed into threat-target pairs to establish a base-
line for conducting the risk-assessment.

G. Collection Management:

The collection management and planning task involves ensuring the quality —relevance and timeliness —
and quantity of the information that feeds the intelligence process. The collection management task aims
to identify information channels for satisfying each priority collection requirement tied to indicators and
sub-tier specific information requirements. The strategy development includes leveraging/exploiting all
available information resources, including Open Source Intelligence (OSINT), as well as information chan-
nels tied to classified resources, investigations, field units, Terrorism Liaison Officers (TLO), Infrastruc-
ture Liaison Officers (ILO), and the flow of “leads” reported into the TEW on a daily basis.

H. Information Processing:

For the TEW, intelligence is derived from all potential sources (classified, sensitive but unclassified, and
open sources or OSINT) to provide information at all phases of a threat/response (pre-, trans-, and post-
incident concepts described at the conclusion of this section).

l. Intelligence Analysis:

The essential intelligence analysis role of the TEW is to compile, fuse, analyze, and disseminate criminal
intelligence and other information (including but not limited to threat assessment, public safety, law en-
forcement, public health, social service, and public works) to support efforts to anticipate, identify, prevent,
and/or monitor criminal activity.

The process involves TEW interaction, collaborations and information sharing with every level and sec-
tor (discipline) of government, private sector entities, and the public. The capstone activity within the
TEW analysis process involves 1) a continuing emphasis on conducting all-source/all-phase information
fusion as the central component to 2) an aggressive threat transaction analysis and synthesis effort that 3)
develops, improves and exploits the intelligence model —adding information to it, and extracting new un-
derstanding from it—developed within the Intelligence Preparations for Operations (IPO) process.

J. Threat Recognition:

The TEW serves as a regional focal point for situational awareness, analyzing and synthesizing all-source
information, and scanning the information stream for indications of an emerging threat. To do this, the
TEW exploits information extracted from all available sources, ranging from raw leads collected through
local channels to finished intelligence reports provided though national and global information channels
such as OSINT and national intelligence products.

K. Consequence Assessment:

The emphasis of consequence assessment is to anticipate how potential hazard events will behave and
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identify what response resources will be needed to mitigate the hazard. The net-assessment provides the
Unified Command Structure (UCS) and Emergency Managers in the EOC with current situational intelli-
gence, threat course of action forecasts, hazard consequence forecasts, resource availability/requirement
profiles and outlines Random Antiterrorism Measures.

L. Intelligence Co-Production:

Developing the intelligence needed to anticipate, prevent, disrupt, or mitigate the effects of an attack re-
quires the production of intelligence in a collaborative and integrated endeavor by a number of agencies
across this dispersed area. This is known as ‘co-production’ of intelligence. In essence, the TEW is de-
signed as a node in a counter-terrorist intelligence network. To achieve this local«+>global fusion, or co-
production, the TEW has developed an organizational structure and processes, including an Intelligence
Preparation for Operations (IPO) based intelligence model, and the Transaction Analysis Cycle; it con-
ducts exercises and is forming a networked framework for node-to-node collaboration.

M. Dissemination and Feedback:

The final task on the METL, and the last link in the intelligence logic chain before it cycles back to the be-
ginning, is the dissemination and feedback task. Dissemination, at the most fundamental level, involves
ensuring intelligence products are provided to the decision-maker. The feedback component of this task
involves both active and passive measures taken by intelligence producers to stay abreast of the intelligence
consumer’s needs, ensuring intelligence products are relevant and have ‘utility’ value. These factors reach
beyond the scope of merely satisfying information requirements. Positive feedback from the intelligence
consumer in terms of relevance and utility reflect key measures of success for an intelligence operation and
indicate the intelligence production process is effective and efficient.

N. Flow of Operations:

TEW Deliberate Planning Process — The deliberate planning process is designed to provide intelligence
support oriented on the following three operational priorities: 1) developing response information resources,
2) reducing the jurisdiction’s target contour, and 3) anticipating hostilities. The flow of operations during
the deliberate planning process involves mission essential tasks arranged in a logical order of precedence
to do the following:

1. Develop (or improve) the intelligence model describing the dynamics of the conflict environment, in-
cluding environmental attributes, targets, and threat dynamics. The model is developed using guidelines
provided within the Intelligence Preparation for Operations (IPO) framework. The intelligence model then
becomes a critical frame of reference for understanding situational developments. Additionally, as the
model is developed, the response information packages and other important reference materials are created.
Priority one is complete.

2. Naturally, once an intelligence model is developed, the first question one would ask is, “What is going
to happen?” The intelligence model is used to identify threat course of action (COA) options. These COA
options include threat-target combination as part of the assessment.

3. The next logical question that one might ask is, “Are the targets they may be planning to attack vul-
nerable?” “If they are attacked, what will be the impact?” Again, the intelligence model is used to iden-
tify the threat envelope around potential targets, resulting in target hardening and threat reduction
recommendations. Priority two is complete.
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4. At this point, one might ask, “How will we know they are coming?” In this regard, the intelligence
model is the key to developing the I&W framework that will be used to develop a collection strategy and
guide the threat recognition effort.

5. Finally, with the I&W framework developed, conduct scanning operations and watch for threat pre-
cursors using analysis/synthesis techniques that involve applying newly developed information to the in-
telligence model and extracting new understanding as a result. Priority three is underway, remaining a
continuous task.

TEW Crisis Action Planning/Rapid Response Planning Process (R2P2) - Under circumstances involv-
ing an emerging threat or actual terrorist attack, the intelligence effort can transition to a more specific set
of issues. Crisis Action Planning/R2P2 is then triggered. Crisis Action Planning/R2P2 involves develop-
ing situation-specific, incident-oriented decision support products within highly compressed timeframes.
The process was designed with a basic assumption that when a critical event has happened or may be de-
veloping, the intelligence process must operate at a significantly higher optempo. The use of pre-scripted
protocols and playbooks ensure the most effective use of time, guiding TEW personnel through the crisis
action planning effort.

One of the first intelligence products to be developed and disseminated is a ‘hasty’ or ‘provisional’ net as-
sessment. This product is intended to provide a decision-maker with a comprehensive orientation to all as-
pects of the situation and ensures all relevant knowledge has been shared with the appropriate commanders
and managers. The intelligence emphasis now runs on two simultaneous tracks. The original I&W, long-
range scanning effort continues along one track in addition to an R2P2 effort moving out on the second track
to engage the emerging problem. During R2P2, the following occurs:

1. Anew, more detailed intelligence model is developed based on the specifics of the situation.
2. The new intelligence model is used to develop more specific threat COA options based on whatever
particulars can be derived from the intelligence reporting (for example, specific targets, OPFOR,

weapons, etc.).

3. A more detailed and specific assessment of the COA options leads to a more specific assessment of
threat envelope variables and generates a more specific I&W framework.

4. Detailed mission folders and net assessment products are developed using the pre-packaged respons
information support packages assembled before the crisis.

5. The [&W focus monitors developments to identify evidence confirming or denying the COA forecast.
In both situations, the process involved a similar arrangement of task and activities that include develop-
ing the intelligence model, using the model to identify potential threat COA options, conducting risk as-

sessments to determine criticality and vulnerability factors, developing the I&W framework, matching the
indicator list to information resources, and then tracking the information stream for threat precursors.
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Section 1.3 -
TEW Organizational Framework Overview

A. TEW Organization:

The TEW organization is designed to compliment operational requirements. The cellular structure is
arranged to facilitate the conduct of both I&W and Operational Net Assessment intelligence functions, en-
suring that multi-discipline subject-matter expertise underpins each aspect of the intelligence process, in-
cluding requirements management, collections management, intelligence production, and dissemination.
Further, the TEW is organized with an Analysis/Synthesis cell positioned as the organizational and oper-
ational hub with the other cellular nodes making up the spokes. This arrangement ensures that analy-
sis/synthesis activities receive a rich flow of all-source/all-phase information.

The TEW is organized into six
cells: the Officer-in-Charge or OIC The TEW Cell Structure

(Command), Analysis / Synthesis,
Consequence Management, Inves-
tigative Liaison, Epidemiological - = = =
Intelligence (Epi-Intel) and Foren-
sic Intelligence Support cells. The
Forensic Intelligence Support cell,
which includes technical means and
such external resources as virtual

OI1C

I

reachback, supports the others. INV-
The OIC (or Unified Command) LNO " AS " CM
cell is a team that provides direc-

tion, sets intelligence requirements, t \
and is responsible for interacting

with prevention and response or- EP] -
ganizations and incident command
entities. The Analysis/Synthesis | NT EL FIS
cell coordinates net assessment ac-
tivities and develops the collection
plan (including tasking requests for
information to the various net assessment elements). The Analysis/ Synthesis cell is also responsible for
the intake of leads and reports, and developing the results of all the cells’ analysis into actionable intelli-
gence products (including advisories, alerts, warnings, and mission folders to assist response). The Con-
sequence Management cell assesses the law, fire and health (EMS-Hospital-operational medical)
consequences of the event. The Investigative Liaison cell coordinates with criminal investigative entities
and the traditional intelligence community. The Epidemiological Intelligence (Epi-Intel) cell is responsi-
ble for real-time disease surveillance and coordination with the disease investigation. Finally, the Foren-
sic Intelligence Support cell exploits a range of technical means to support the TEW fusion process. These
include CBRNE reconnaissance, the use of sensors and detectors, geospatial tools (including mapping,
imagery and GIS products), and cyber means.
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The following is a breakout of the organizational cells making up the TEW structure and an outline of each
cell’s Inputs, Process, Output, and Outcome:

The Officer-in-Charge Cell provides supervision and direction over the TEW. Additionally, the OIC pro-
vides tasking, ensures priority intelligence requirements are defined and processed through the TEW and
developed into an appropriate intelligence product. Finally, the OIC provides quality control, ensuring
products are disseminated and requirements are satisfied.

INPUT

Sensitive information

Request for information (RFI)

Commander’s Critical Information Request (CCIR)
Commanders’ intent

Standing intelligence requirements

PROCESS

Tasking/Direction/Prioritization (articulate intent)

Identify situation-specific “process and organization”
Coordinated briefings (coordinated NA sessions)

Stimulate problem solving & Monitor intelligence dynamics
Approve dissemination and quality control

OUTPUT

Tailored product
Complete assessment — “all source/all phase”
Synchronized effort by all cells

Actionable intelligence
Dissemination to appropriate users
(effective decision-support)

86 Part Three: Model TEW Concept of Operations (CONOP)



The Analysis/Synthesis Cell serves as the primary analytical element of the TEW, coalescing information

processed through the subject matter experts from each of the other cells. The Analysis/Synthesis cell re-
ceives direction from the OIC and assists in breaking priority intelligence requirements into specific in-
formation requirements that can be tasked out to the other cells and further drive the collection strategy.

* Officer in Charge (OIC) intent/tasking
* Leads, reports, RFI, Open Source Intelligence (OSINT)
e Situational status

Assessments/input from other cells and other TEW's

INPUT

* Collection Management —PIRs, OIRs, FFIRs, and SIRs

e OSINT exploitation: monitor trends and potentials, task other
PROCESS cells with requirements, and net assessments

* Production/Analysis: - Develop reports/advisories, alerts, and

warnings; vet and validate leads; fuse Operational Intelligence
(OPINT) with Criminal Intelligence (CRIMINT)

* Products ready to disseminate with approval
Synthesized information and intelligence

OUTPUT

Situational awareness within TEW
e ID trends and potentials
ID capabilities and intentions
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The Investigative Liaison Cell provides the linkage between the predictive intelligence mission of the
TEW and the criminal intelligence function of other allied law enforcement agencies. As terrorism intel-
ligence and criminal intelligence often share source characteristics, it is critical to ensure lateral coopera-
tion. The Investigative Liaison Cell provides this conduit of cooperation.

Law TLO contacts
* Investigative info — JTTF, CIGs

INPUT Sensitive HUMINT sources

Ongoing liaison

* Source development

* Vet and validate leads in conjunction with A/S assessments

* Production/Analysis

* Develop reports/advisories, alerts, and warnings (A,A,W);
vet and validate leads; fuse Operational Intelligence

(OPINT) with Criminal Intelligence (CRIMINT)

PROCESS

Sensitive info to OIC
e INV-LNO info to A/S and other cells
e Context to other cells
Feedback/support to CIGs/INV/TLOs

OUTPUT

Integration of investigative information into TEW process
and of TEW information into investigation
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The Consequence Management Cell’s primary focus is on developing Mission Folders for assisting Inci-
dent Commanders in developing courses of actions for dealing with an incident. The Consequence Man-
agement Cell collects and processes incident-specific intelligence; develops a situational picture of the
incident; models potential expansion issues; and recommends tactics, techniques and procedures for mit-
igating the effects of the incident.

e Information on terrain (NAIs)
e Weather and Enemy (TTPs, threat)
INPUT e SITSTAT/RESTAT

* FFIR (Capabilities)
e Fire TLO

* Ongoing SIT/RESTAT assessment

* Develop and use playbooks and RIFs
PROCESS * Develop Mission Folders

* COA development

* Criticality assessment

* Consequence consultancy

* P/COAs (options)

OuTPUT  Capability assessments

* Context to other cells = Consequence Assessment
* Logistics forecast!

* Understanding scope of possible or actual attack

* Anticipating tactical, operational and strategic needs to
resolve and recognize potential response options,

training, organizational and equipment needs.
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The Epidemiological Intelligence Cell provides the conduit between the TEW and the public health com-
munity. The EPI-Intelligence Cell’s primary functions include disease surveillance and tracking suspi-
cious outbreaks and other bio attack early warning indicators.

INPUT

Public Health TLOs

ACDC information (disease reports)
ProMED; EPI-X; CDC reports; MMWR
Food, Plant and Agriculture Reports
Water Quality reports

Human indicators

Veterinary indicators

PROCESS

Exploiting medical and public health informatics
Projecting impact of disease curve

Coordination with FIS, CM, and INV-LNO

Support and produce technical information on disease
and BT agents

OUTPUT

Supporting differential diagnosis of natural vs. intentional
release

Integration of Epi-Intel information into TEW process and
of TEW information into Public Health community

Increased situational awareness of health consequences
and synchronization of Public Health and criminal
investigations
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The Forensic Intelligence Support Cell provides a technical support function including field assessment,
HAZMAT reconnaissance, sampling and specialized detection in support of an incident commander. Ad-
ditional technical support includes Geospatial intelligence and reach-back to national resource centers.

e CBRNE reconnaissance/sensors and detectors

e Real-time field information

e Technical means, including video/overhead and
aerial images

* Geolnt (GIS and modeling)

e METOC

e CyberInt

INPUT

* Exploitation of technical means to provide ground truth-
context and understanding through “field observation” and
advanced tools

Virtual reach-back and technical reference

PROCESS

Map/Geolnt products
OUTPUT Model}ng .(Fate and Transport — F&T) products
Visualization

Understanding and knowledge of technical issues
influencing decision
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B. Agency Participation:

A critical aspect of the TEW organizational model is the participation of law enforcement, fire, public
safety, health and emergency management specialists drawn from key agencies from across the jurisdic-
tion to staff the TEW’s organizational cells. Additionally, the TEW relies on active coordination and co-
operation with regional, state and federal agencies. In addition to drawing permanent personnel from these
agencies, an effective means for expanding the reach and breadth of information flow, as well as the ex-
pertise available to the TEW is the Terrorism Liaison Officer (TLO) program. The TLO program expands
the information exchange network through the appointment of representatives within public safety, emer-
gency management, public health, emergency support services and other key agencies in county, city or spe-
cial districts to act as collaboration channels and facilitate information exchange between participating
agencies and the TEW.

C. Supporting Committees:

A TEW can rely upon several committees comprised of personnel from participating agencies to perform
its functions. These committees can be used during the early phases of implementation in absence of a full-
time standing TEW or to support a full-time TEW by expanding its reach into the response community. As
previously stated, the “Net Assessment Group” comprises the core of an operational TEW. It can be stood
up on an ad hoc basis or, when sufficient resources exist, as a permanent fusion structure. Other commit-
tees that have been utilized in Los Angeles and elsewhere include a Playbook Committee, an Emerging
Threats Committee, and an IPO Working Group. Others have been established on an as-needed basis to
support short-term or specialty needs that arise when building capability.

D. Tactical Liaison Teams:

During large-scale complex field response or in order to support special events, representatives of each
TEW cell can be configured into a tactical liaison team to provide support to a field command post and fa-
cilitate reachback to the TEW itself. These teams can be tailored for the specific incident type according
to its unique intelligence support needs. A tactical liaison team can also be used to provide surge capacity
to another TEW during a critical event.

E. Interaction with Other Agencies:

The Investigative Liaison INV-LNO) Cell is the TEW linkage with investigative agencies. This cell is re-
sponsible for processing, tracking, and collecting all criminal and national security intelligence informa-
tion and leads related to terrorism. This cell is the primary point of contact with all classified, national and
state databases and with investigative and intelligence efforts at all levels of government.

The INV-LNO cell is responsible for vetting and validating leads and assessing specific threats. This cell
is also responsible for tasking other specialized investigative entities to develop a complete intelligence pic-
ture. Information and intelligence developed by the INV-LNO cell is integrated with other informa-
tion/intelligence products developed by its partner Net Assessment cells through the Analysis/Synthesis cell.

F. Interaction with Other Public Safety Agencies:

During an actual event or incident response, it may be desirable to send a TEW liaison officer (LNO) to a
field command post, emergency operations center or to other intelligence fusion centers operating in sup-
port of a specific response. For example, in Los Angeles where the TEW provides intelligence support to
the County Emergency Operations Center (CEOC), a designated senior TEW representative is provided to
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the CEOC management staff to facilitate the flow of sensitive, time critical information and provide tech-
nical assistance.

During major field responses, a TEW representative can be provided to the Incident Commander for the
same purpose. TEW LNOs can also be deployed to support investigative efforts. Generally, this is a func-
tion of the Investigative Liaison cell. In addition, the Forensic Intelligence Support cell has the specific re-
sponsibility of liaison with the Hazmat group and/or Weapons of Mass Destruction Civil Support Team
(CST) during a field response involving a CBRNE agent.

G. Initiatives:

The TEW is involved with a number of initiatives. These include a full-time cadre comprised of staff con-
tributed by agencies to staff a watch and fusion center for assessing pre-incident indicators and threats. In
addition, the TEW holds a monthly meeting to foster coordination and skills development, and coordinates
a network of “Terrorism Liaison Officers” (TLOs) at each law enforcement, fire service, and health agency
in the county. TLOs serve as the conduit to bring threat information to the TEW for assessment and for
bringing actionable intelligence from the national level and the TEW to field personnel. TLOs also coor-
dinate with private infrastructure partners. Private sector partners are encouraged to establish Infrastruc-
ture Liaison Officers (ILOs) to interact with the TEW’s network of TLOs. Within this framework,
community police are the first link to the public. The expertise and familiarity of local beat officers, or fire
companies when related to life safety threats, is supported with strategic analysis and intelligence support
from the TEW. The TEW can then gain an understanding of what is happening on the street and can tell
field personnel what to look for based upon global trends and specific threat information.
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PART TWO
MISSION ESSENTIAL FUNDAMENTALS &
ANALY TICAL TRADECRAFET
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Section 2.1 -
Decision-making and Intelligence Fundamentals

A. Overview:

Part One of this CONOP provided a basic overview of the TEW concept, describing its evolution within
the current threat environment as well as the key components of its operational framework —mission, func-
tional objectives, tasks and organization. Part Two builds on this basic overview by drilling down into
each of the functional objectives, thus describing the fundamental processes and activities inherent to each.
The presentation methodology is intended to be more instructional, addressing topics at the survey level,
outlining concepts, processes and activities, offering explanations and examples, and providing a base
frame of reference for understanding TEW operations.

B. Intelligence and decision support:

Successful intelligence operations are a result of consistent dedication to the fundamentals
of sound intelligence analysis that is 1) founded in a clear understanding of the nature of
the conflict and the intelligence consumer’s needs, and 2) driven by a well-defined process
for working through the information stream, identifying and then developing the key frag-
ments of information into useable intelligence products that satisfy the consumer’s require-
ments and reduce uncertainty

The following section provides a brief overview of the underlying concepts, principles and processes that
proved instrumental in shaping TEW operations. As identified in the opening quote, an effective intelli-
gence operation is one that understands and effectively feeds the decision-making system it supports. The
design and evolution of the TEW was significantly influenced by this principle, and, as a result, TEW
processes have an inherent decision-support emphasis. With this in mind, we begin with a review of the
fundamentals of decision-making theory, emphasizing the concepts developed by Colonel John Boyd, the
father of the Boyd Cycle, also known as the OODA loop.

C. Decision-Making Concepts:

The ability to move rapidly through the decision-making process has positive tactical consequences. The
intelligence process, when focused on product relevance and utility, significantly enhances friendly force
operations by contributing to an increasingly faster decision cycle. So what is so important about making
faster decisions?

The amount of time it takes an organization’s decision-making system to generate actionable decisions is
called its “tempo” of operations (optempo). Organizations that are able to rapidly execute decisions are
said to have a high optempo. Any organization seeking to interact with an environment that is character-
ized by rapidly changing conditions will need to have an optempo that can move faster than the environ-
ment or it will not survive.

The requirement for a high optempo capacity is even more important in a conflict environment involving

two opposing and hostile wills. In this type of environment, a common goal is to overwhelm the opponent’s
decision-making system (also command and control system) and drive the opposition force to paralysis by
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presenting them with multiple, increasingly more complex problems, and eventually internal friction melts
the system down.

History shows that the decision-maker who best analyzes, decides, and controls the pace of interaction
with an opponent will prevail, whether that opponent is an unthinking force of nature or malicious think-
ing enemy. The validity of this phenomenon has been demonstrated and documented through numerous
studies conducted by the military, academia, business enterprises, and emergency responder groups. Many
of these efforts have produced models — illustrations and flow charts — that describe the decision-making
process in an endeavor to discover opportunities for increasing an operation’s optempo. A simple Google
search of “decision-making” will offer ample resources if one were inclined to decipher highly complex
charts and graphs. However, as an alternative for those who only want to understand decision-making
fundamentals, they should review the work developed by John Boyd, the creator of the Boyd Cycle, also
known as the OODA loop.

The OODA loop offers the most preferred technique for addressing decision-making concepts. The model
is used extensively, particularly by the military, as a decision-making process template. It graphically de-
picts decision-making as a simple four-phase cycle that involves Observing the environment, Orienting to
what was observed, Deciding on a course of action, and Acting. All organizations operate within some form
of OODA loop. Organizations with rapidly turning OODA cycles are able to operate at a high optempo
and can influence their environment more rapidly, forcing a slower adversary to be continuously reacting,
increasingly reducing their ability to conduct coordinated actions. When this happens, the side with the
faster OODA loop has seized the initiative and is dictating the flow of the conflict.

The OODA loop model is applicable as an assessment tool for tactical, operational and strategic operations.
Further, it works when applied to other conflict environments as well, such as firefighting or law enforce-
ment where extraordinarily high optempo decision cycles are required. The OODA loop is also useful for
identifying and rectifying systemic impediments in an organization’s operating processes. The military’s
doctrinal approach to battlefield command and control, for example, has recently shifted favor away from
the traditional centralized layered hierarchy model over to the network centric (swarming) model in order
to facilitate the rapid execution (high optempo) of battlefield decisions.

The military is continuously refining procedures in order to enhance the efficiency of the Observe and Ori-
ent phases of the decision-making system. These efforts produced the Intelligence Preparation of the Bat-
tlespace methodology, a practice that integrates the intelligence and operations staff components around a
comprehensive decision support process. Further, OODA loop principles have driven advances made in
battlefield sensor technologies as well. With the emergence of precision guided weapons and new sensor
packages, it is now possible for concepts such as sensor-to-shooter to become a reality, creating an opera-
tional environment where military commanders cycle through Observation-Orientation-Decision-Action al-
most instantaneously.

Individual functions that contribute to the decision cycle are also assessed to ensure internal processes do
not create choke points or friction points that bog the cycle down. Intelligence production, for example,
is a critical component of the Observe and Orient phase of the OODA loop. A decision-maker’s ability to
rapidly cycle through both these phases is strongly dependent on an effective intelligence process with the
capacity and capability to provide a steady flow of quality intelligence. In any operational environment
involving the use of intelligence, the process used to develop decision support products must be tailored
to satisfy both the system’s knowledge requirements and its desired pace of operations.

Intelligence is developed within a process that involves refining information into a product that facilitates
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a timely decision. In fact, the effectiveness of an intelligence operation is determined largely by the qual-
ity of the intelligence it produces, measured primarily by factors such as timeliness, accuracy, relevance
and utility.

While the intelligence product’s timeliness and accuracy are critical, the primary value of the product is de-
termined by its relevance and utility within the decision-making system it is intended to support (customer
satisfaction). A product that is relevant provides a decision-maker with actionable intelligence, meaning
the intelligence provides specific knowledge the decision-maker needs to execute a decision “right now.”
Intelligence reports that are tied to decision points, also referred to as decision triggers, provide situational
intelligence the decision-maker needs and reflect relevance to critical aspects of an operation in terms of
time, space and context.

Intelligence that has utility will be easily deciphered because it is presented in a format tailored to facili-
tate rapid assimilation. Intelligence utility, however, involves more than simply getting the decision-maker
to rapidly absorb situational factoids. Utility refers to how well the product provides contextual meaning
and communicates implications. Intelligence utility, in the most perfect circumstances, will enhance, am-
plify and deepen a decision-maker’s ability to recognize key patterns and anticipate results. Achieving
this situational understanding enables a faster and less encumbered decision-making process.

OODA loop principles and concepts were instrumental in shaping the TEW approach to conducting intel-
ligence operations. TEW founding members recognized that for counterterrorism efforts to be effective,
friendly forces must be able to plan, decide, execute and assess at a faster pace than the adversary. Because
counterterrorism operations are inherently focused on 1) uncovering indications of hostilities, and then 2)
conducting operations to deny, deter or degrade the terrorist aims, intelligence must be able to rapidly scale
operations, surging to support a high optempo when “the chase is on.”
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TEW designers also recognized that there was a high probability that the aftermath of a successful attack
would require a massive response into highly complex, rapidly changing and dangerous situations involv-
ing multiple, possibly contaminated, mass casualty incident sites.

These basic observations dictated that the TEW operational framework be built around an intelligence pro-
duction process that could rapidly turn within its own OODA loop and achieve its own high optempo ca-
pacity to recognize an emerging threat faster than the terrorist adversary is able to strike. Additionally, the
TEW would need an intelligence process that was able to generate decision support products for respon-
ders that would enable the Unified Command to operate faster than a toxic hazard expands. The resulting
operational framework included the development of a host of enhanced (high optempo) counterterrorism
intelligence techniques embedded within a comprehensive Intelligence Preparation for Operations (IPO)
process.

D. Intelligence Overview:

Within the context of TEW operations, intelligence involves acquiring knowledge of the operational space
in addition to knowledge of the threat forces with designs on attacking it. Knowledge is generated in sup-
port of efforts focused on counterterrorism, incident response, and consequence management processes. It
is the result of the collection, processing, exploitation, evaluation, integration, analysis/synthesis, and in-
terpretation of available information about the operational space and the threat.

Uncertainty is a fundamental characteristic of conflict. Intelligence, however, aims to reduce uncertainty
by providing accurate, timely, and relevant knowledge about the threat and the surrounding environment
to unified commanders and emergency managers. Intelligence evaluates the variables making up the op-
erational environment, determines the capabilities and intentions of threats, and develops estimates of
threat courses of action that provide insight into possible future actions (utility).

Intelligence also identifies potential attack opportunities that come about when factors such as friendly
vulnerabilities, social, economic or political instability, and resource shortfalls converge to form high risks
scenarios. Finally, intelligence assists in the development of friendly courses of action by helping field re-
sponse commanders and Emergency Operations Center personnel sort through the chaotic, complex and
fluid threat environment.

Intelligence cannot provide absolute certainty: rather, intelligence attempts to reduce the uncertainty fac-
ing domestic decision makers to a reasonable level by collecting relevant information, placing it into con-
text to provide knowledge, and conveying it in the most appropriate form to enhance understanding.

Intelligence operations can also be understood using the acronym WET, standing for weather, enemy and
terrain. Intelligence activities in support of tactical military operations are often described using the term
WET. The intelligence effort, while given specific direction through the priority intelligence requirement
process, is consistently addressing, assessing, and deciphering the WET aspects of the conflict. Intelligence
identifies the variables, and influences within each of the WET dimensions, methodically drilling down into
each variable’s component parts, cataloging their respective characteristics and then defining how each di-
mension’s defining features will combine to influence operations. The WET concept is a valid way to de-
scribe the intelligence focus in the current counterterrorism conflict environment as well, and it may be
helpful to return to this simple concept if overwhelmed by more difficult topics presented later.

Intelligence, then, is fundamentally a set of interrelated processes that are designed to capture, organize,
analyze and decipher information extracted from the environment, thereby reducing uncertainty. The fol-
lowing section describes the primary arrangement of processes that accomplish this.
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E. The Intelligence Cycle:

The intelligence cycle provides the doctrinally established order of intelligence functions. These func-
tions transcend the specific requirements of any particular conflict and amount to a generic description of
the primary approach to conducting intelligence operations regardless of the tactical, operational or strate-
gic situation. The following is a listing of the general functional components of the basic intelligence cycle
[Intel Cycle Diagram]:

1) The cycle begins with the formulation of prioritized intelligence requirements that dictate the
intelligence focus, starting with the development of a collection strategy.

2) A collection strategy that in turn defines the incoming information stream.
3) An information stream that then feeds the data-to-information processing activities, resulting in raw
intelligence.

4) Raw intelligence that is then developed through analysis into actionable knowledge or understanding,
satisfying the original requirement of step one.

5) Intelligence requirements that are then packaged into appropriate formats and disseminated rapidly to
the decision maker who needs the intelligence.

The intelligence cycle’s functions are each underpinned by sub-processes. Each of these sub-processes are
further defined by an array of specialized tasks, most being dependent on the utilization of multiple tools
and technologies as well as intuition and imagination. These tools and tradecraft techniques are crafted and
tailored by the needs of the users and vary across a range of different intelligence missions and conflict sce-
narios. For any intelligence organization, the use of analytical tools and methodical processes provide a
means to establish task continuity, facilitates efficiency, reduces redundancies, and maximizes the effec-
tive use of intelligence resources.

The actual characteristics of an intelligence operation, therefore, can vary widely. The fundamental
processes found in the intelligence cycle, however, once the sub-tasks and activities are cleared away, are
relatively standard and represent a consistent enough introductory baseline.

The basic intelligence cycle, however, fails to describe a critical feature common to all intelligence oper-
ations. This particular feature underpins all intelligence cycle processes, providing the backbone across the
entire intelligence enterprise. Without question, activities anchored to some form of analysis inherently
drive each intelligence function, process, task and technique. For example, what information is collected,
how it is pulled together, when it will have value, and where it is found are all questions considered through
an analytical method. Similarly, how information is processed and organized is determined based on the
needs of the actual ‘analysis’ process. Even the manner in which intelligence is ultimately conveyed re-
quires a degree of analysis to determine an effective presentation approach suited to the material being
presented, the time criticality of the intelligence, and the decision-maker’s preferred means of consump-
tion.

This ‘ubiquitous’ analysis factor suggests that the intelligence processes described in the intelligence cycle
are constantly cycling around, and drawing on an analytical wellspring as a source of context and conti-
nuity. A more comprehensive description of how intelligence processes cycle and flow, therefore, includes
the presence of an analytical knowledge model at the operational core of the intelligence activities.
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Intelligence processes are designed to work with, refine and develop information as the raw material needed
to produce intelligence. The following section describes how information is defined as a commodity with
requisite characteristics of a ‘raw’ material so that it can be mined and refined into intelligence products.

F. The Information Resource:

Information as a Resource - Information is one of the most pre-
cious resources available to any decision maker. By nature, hu-
mans are information processors who seek knowledge of the past,
present, and prospects for the future. Without valid information,
decision makers have no logical basis for choosing one course
of action over another. Increasing information generally de-
creases uncertainty in decision-making, up to a point of dimin-
ishing returns, where too much information can confuse a
situation.

Characteristics of Information - Information has many charac-
teristics and does not come without cost. Acquiring sufficient,
accurate, and timely information can be very expensive. It can
be perishable and is generally imperfect. Consequently, infor-
mation from one source should be verified with another source
whenever possible. Frequently, information derived from one
source can be used as a cue in researching other sources or in
collecting additional or different information. Information can be
acquired through various methods. Each has advantages, and all have inherent and environmental limita-
tions and constraints. The observer, as a source of information, is often biased. Observers are also lim-
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ited by what can be seen. Since it is difficult to observe an elaborate and dynamic system, the tendency is
to "freeze" the situation and examine individual system parts in a static state. In doing so, essential ingre-
dients are frequently lost. There is often the danger of attributing a great degree of precision to imperfect
assessments or measurements. Because of these many limitations, information varies in validity and reli-
ability.

Raw Information - Since information does not present itself for exploitation, it must be sought, gathered,
assembled, and processed into usable form. The outcome is the transformation of raw information into in-
telligence suitable for making valid decisions. There are three levels of intelligence support: strategic, op-
erational, and tactical. Strategic intelligence is required for the formulation of strategy, policy, and military
plans and operations at national and theater levels. Operational intelligence is required for planning and
conducting campaigns and major operations to accomplish objectives within theaters or areas of operations.
Tactical intelligence is required for planning and conducting tactical operations. Intelligence sources are
the means or systems used to observe, sense and record, or convey information.

G. Intelligence Information Sources - Collection:

Sources of Information - Information can take many forms and be derived from many sources. Informa-
tion can result from observing or reporting an event. It can be derived from the manipulation of facts
through computation. It can also result from professional opinions, judgments, and interpretations by par-
ticipants. Information may be objective or subjective. For intelligence production purposes, information
has been classified in accordance with both how it is sourced and the methods for extracting it from the en-
vironment.

As such, there are six basic intelligence sources, also called information collection disciplines:

Signals Intelligence (SIGINT)

Imagery Intelligence (IMINT)

Measurement and Signature Intelligence (MASINT)
Human-Source Intelligence (HUMINT)
Open-Source Intelligence (OSINT)

Geospatial Intelligence (GeoINT)

ARG e

The TEW however, collects raw intelligence primarily through OSINT, HUMINT and GeoINT. Addi-
tionally, the TEW is exploring techniques for extracting raw intelligence from cyberspace (CyberINT).
These approaches touch both SIGINT and OSINT domains.

All Source Intelligence - The culmination of the intelligence cycle is the development of all source intel-
ligence. All source intelligence incorporates information derived through HUMINT, SIGINT, IMINT,
MASINT, and OSINT. The intention of this type of effort is to develop reinforcing information and to use
multiple sources to corroborate key data points. The advantage of an all source approach is that each of the
intelligence disciplines is suited to collecting a particular type of data, which allows the intelligence or-
ganization to examine all facets of an intelligence target, and gain a better understanding of its operation.

Pulling all this information together, giving it order and extracting meaning, is the focus of intelligence
analysis. The following section describes the fundamentals of conducting analysis.
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H. Intelligence Analysis:

Basic Analytical Process - Intelligence analysis is a process used to methodically reduce uncertainty in a
conflict and develop intelligence products needed by the intelligence consumer. Analysis inherently draws
on and contributes to the intelligence model throughout each of the steps outlined below. Basic analysis
includes the following principle steps:

1. Identifying known facts about the threat and the environment.

2. Identifying where there are key gaps in the current intelligence picture.

3. Evaluating historical data to spot environmental and threat factors of influence.
4. Identifying patterns and trends within these factors.

5. Comparing the picture of known facts (ground-truth) to the historical patterns and trends
(the model) to develop assumptions to fill the key intelligence gaps.

6. Identifying the principle factors that, if they occur, would disprove each assumption.
These are called linchpin factors.

7. ldentifying the principle factors that combine to form the basis for each assumption.
These are called drivers.

8. Reviewing the drivers and linchpins regularly to ensure assumptions remain valid.

9. Reviewing the intelligence picture, combining facts and assumptions, and developing threat
Course of Action (COA) hypotheses following the same process used to develop the assumptions.

10. Identifying within each hypotheses, the indicators, or observable factors that collectively confirm
or disprove each hypotheses (linchpins and drivers are included).

11. Assisting the collections manager develop a collection strategy that targets the indicators
identified for the COA hypotheses

The analysis process is regularly cycled through with a frequency determined by the optempo. At any one
moment in time, the intelligence analysis effort will have a ground-truth picture, a situational analysis con-
cept (assumption combined to ground-truth), a set of threat COA hypotheses, and an information stream
that delivers bits and pieces of situational content that must be regularly extracted and fused, vetted, vali-
dated, compiled, blended, correlated, prioritized, and added to the intelligence model. As the new picture
develops, new facts are added, new gaps emerge, assumptions are made to fill the gaps, and this process
continues in a cyclical fashion.

Because analysis is essentially a cognitive problem solving process, it is susceptible to numerous traps and
pitfalls that result in analytical error. These pitfalls are caused by natural tendencies associated with human
cognition that can be overcome through creative and imaginative analytical techniques. These pitfalls and
principles for reducing their influence of the final intelligence product are addressed in the following sec-
tion.
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I. Analysis Pit Falls and Principles:

Group Think — When an idea-sharing environment is not fostered, an analytical pitfall may emerge in-
volving each member of the group, thus conforming his or her opinions to what they believe to be the
consensus of the group. This results in a situation in which the group ultimately agrees upon an outlook,
assumption, or idea which individual members might individually consider incorrect. The group-think
dynamic can take numerous forms, including Mind-Set and Mirror-Imaging.

Mind-Set — Another analytical pitfall, a mindset refers to a set of assumptions, methods or attitudes held
by one or more people or groups of people which is so established that it creates a powerful incentive
within these people or groups to continue to adopt or accept prior behaviors, choices or tools. This phe-
nomenon of cognitive bias is also described as mental inertia, or a paradigm, and results in situations in
which analysts only see what they are predisposed to see, missing evidence of alternative possibilities al-
together.

Mirror Imaging — This analytical pitfall involves applying the behavior rules, logic and values generated
out of one’s own set of experiences and cultural socialization as a frame of reference for problem solving.
This is a ‘Mind-Set’ related phenomena that results in narrowly construed assumptions, outlooks and ideas
that fail to consider alternate possibilities because they seem too outrageous, illogical or nonsensical.

Methods to Manage Analytical Pitfalls

Deferred Judgment - The idea-generation phase of analysis is often separated from the idea-evaluation
phase, with all judgments deferred until all possible ideas have been thought out.

Cross-Fertilization of Ideas — 1deas are combined to form more and even better ideas. As a general rule,
if the appropriate environment is fostered for doing so, people generate more creative ideas when teamed
up with others.

Competitive Analysis - This is the deliberate fostering of separate analysis centers (decentralization) so that,
while each has full access to the same information, a comparison can be made between the alternate as-
sessments.

Devil's Advocate - This is an analytical technique that involves using a team of analysts to play the role of
devil's advocate and challenge the reasoning, logic and conclusions of an assessment, offering competitive
viewpoints as appropriate.

Analysis of Competing Hypotheses (ACH) — ACH is a tool to aid judgment on important issues requiring
careful weighing of alternative explanations or conclusions. It helps an analyst overcome, or at least min-
imize, some of the cognitive limitations that make prescient intelligence analysis so difficult to achieve.

ACH is an eight-step procedure grounded in basic insights from cognitive psychology, decision analysis,
and the scientific method. It is a surprisingly effective, proven process that helps analysts to avoid com-
mon analytic pitfalls. Because of its thoroughness, it is particularly appropriate for controversial issues
when analysts want to leave an audit trail to show what they considered and how they arrived at their judg-
ment.

1. Brainstorm the possible hypotheses with other analysts. Consider the hypotheses you do not want to
waste time on to simply be unproven hypotheses. Always consider the possibility that an opponent is try-
ing to deceive you. Keep the number of hypotheses manageable; seven is a good number.
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2. Make a list of significant evidence for and against each hypothesis. Include your own assumptions or
logical inferences about another individual’s or country’s intentions, goals, and standard procedures. Note
the absence as well as presence of evidence. Ask yourself the question: If this hypothesis is true, what
should I expect to be seeing or not seeing? What you are not seeing may represent the need for greater data
collection.

3. Prepare a matrix with hypotheses across the top and evidence down the side. Analyze the "diagnostic-
ity" of the evidence by marking which items are most helpful in judging the relative likelihood of alterna-
tive hypotheses. Use your own marking system, pluses, minuses or whatever.

4. Delete evidence and arguments that have no diagnostic value. Save these items in a separate list as a
record of information you considered. You are establishing an audit trail for your work. If others disagree
with your assessment, they can be provided with this separate list.

5. Draw tentative conclusions about the relative likelihood of each hypothesis. Proceed by trying to dis-
prove hypotheses rather than prove them. Look at the minuses in your matrix. Hypotheses with the most
minuses are the ones you should start with. You should be spending more time than you thought you
should on these least likely hypotheses. The one that is most likely is usually the one with the least evi-
dence against it, not the one with the most evidence for it.

6. Analyze how sensitive your conclusion is to a few critical pieces of evidence. Consider the conse-
quences for your analysis if that critical piece of evidence were wrong, misleading, or subject to a differ-
ent interpretation. Put yourself in the shoes of a foreign deception planner to evaluate motive, opportunity,
means, costs and benefits of deception as they might appear to the foreign country.

7. Report your conclusions by discussing the relative likelihood of all the alternative hypotheses. If you
say that a certain hypothesis is the most likely one to be true, you are saying that there is anywhere from
a 55 percent to 85 percent chance that future events will prove it correct. That leaves anywhere from 15
to 45 percent possibility that any decision made on your judgment will turn out to be a wrong decision. You
should discuss these possibilities in your narrative report.

8. Identify things in your report that the policymaker should look for that would alter your appraisal of the
situation. In other words, specify in advance what it would take for you to change your mind.

ACH, in addition to the other analytical techniques described in this section, are employed within the TEW
as required by the situation. The TEW Analysis and Synthesis (A/S) Cell is the central integrating hub of
the TEW organization. This cell tasks out requests for information to all other functional cells, then col-
lects and integrates their individual products into a cohesive assessment. This includes capturing inves-
tigative information, intelligence from all sources (criminal, classified sources, open source/OSINT,
cyberINT, imagery, reconnaissance, databases, etc.) and analyzing and synthesizing it. The A/S cell also
synchronizes information from the Investigative Liaison (INV-LNO) cell, Consequence Management (CM),
Epidemiological Intelligence (Epi-Intel), and Forensic Intelligence Support (FIS) cells into a usable prod-
uct for decision-makers.

Combined, the analysis process that has evolved within the TEW is called the Transaction Analysis Cycle,

a topic that will be addressed in greater detail in subsequent sections. The following section describes in-
formation fusion, an integral sub-process within intelligence analysis.
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J. All-Source/All-Phase Fusion:

Information fusion or data fusion - Fusion is a merging of diverse, distinct or separate elements into a uni-
fied whole (Merriam-Webster dictionary). It is the process of acquisition, filtering, correlation and inte-
gration of relevant information from various sources, like sensors, databases, knowledge bases and humans,
into one representational format that is appropriate for deriving decisions.

The fusion of redundant information from different sources can reduce overall uncertainty and thus in-
crease the accuracy of the analysis. Multiple sources providing redundant information can also increase
the robustness of the system.

The concept of fusion has emerged as the fundamental process to facilitate the sharing of homeland secu-
rity-related and crime-related information and intelligence. The fusion process supports the implementa-
tion of all-source-all-phase, risk-based, information-driven prevention, response, and consequence
management programs. At the same time, it supports efforts to address immediate and/or emerging threat-
related circumstances and events. Data fusion integrates data from different sources, including law en-
forcement, public safety, and the private sector, resulting in meaningful and actionable intelligence and
information. The fusion process also allows for turning information and intelligen